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BlueSky Security Analytics & 
Compliance Service 

WHAT IS THE BLUESKY SECURITY ANALYTICS & COMPLIANCE SERVICE? 
The BlueSky Security Analytics and Compliance Service provides verifiable Infrastructure Security for every public Cloud.

WHAT DOES THIS MEAN TO OUR PARTNERS? 
The BlueSky Security Analytics and Compliance Service is an innovative SaaS platform (powered by Dome9) that enables 
you to deliver comprehensive security and compliance to your customers at all times across public cloud infrastructure 
environments. 

Visualise your customer’s security posture, identify and mitigate risks and threats, model gold standard policies and 
conform to security best practices on the cloud. This service ensures you have the visibility and automation to secure 
AWS, Azure or Google Cloud environments.

KEY BENEFITS OF THE BLUESKY SECURITY ANALYTICS AND COMPLIANCE SERVICE ARE:

•• Visibility into the environment by generating real-time topology of cloud assets, including security groups, instances and 
services.

•• Identify misconfigurations and implement tamper protection to thwart against future unauthorised changes.
•• Comprehensive dashboard overview of your compliance status and identify gaps between the current state and the 

desired state.

•• Privilege elevation on an as-needed basis for protected user access.
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NETWORK SECURITY:

	Powerful visualisation of network topology and flows for rapid assessment

	In-place remediation and active security enforcement; not just monitoring

	Consistent management of security policies across multiple public clouds

	Cloud-native, agentless security technology that protects all cloud assets

	Setup in under 5 minutes with no software to install or agents to deploy

	Extensive automation delivering one-click operational simplicity

ADVANCED IAM PROTECTION?

	Enhanced layer of defence to existing public cloud IAM services

	Access restriction of IAM users and roles to contain blast radius

	On-demand, time-based authorisation to minimise risk of compromised accounts

	Audited tamper protection from suspicious user activity

	Out-of-band authorisations from a mobile device for added protection

	Balance between seamless access and practical security

COMPLIANCE ENGINE:

	End-to-end security and compliance management for assessment, remediation and continuous enforcement

	Innovative new Governance Specification Language (GSL) to create custom policies

	Automated aggregation of data in real-time

	Over 500 industry best practices for security encoded

	Industry best practices and built-in suites to test compliance against standards such as PCI DSS.

	Printable assessment reports for proof of security posture across business units, virtual networks and cloud accounts


