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Security Lifecycle Review — Introduction

The Security Lifecycle Review summarizes the business and security risks facing an organization,
providing an opportunity to review the findings and take joint action on them during an initial evaluation or
as part of a regular visibility and security checkup. The review integrates existing Application Visibility
data with WildFire™ cloud-based threat analysis service, SaaS-based application visibility and more.
Findings are based on data collected by an on-site device or submitted to the WildFire cloud during a
specified time period, including: applications, SaaS-based applications, URL traffic, content types, and
known and unknown threats traversing the network.

Key Elements

e Visibility into the applications and threats exposing vulnerabilities.

Analysis of all application traffic on the network, the capacity impact of these applications and the
relative security risks observed.

Comparison data for the customer’s organization versus their industry peers.

High-risk URL categories on the network.

Known and unknown malware information.

Key areas to focus on for reducing risk exposure.
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Common Questions

1. How can | access the Security Lifecycle Review report?

As a Palo Alto Networks® partner, you can generate an SLR by selecting an opportunity from Partner
portal. Please refer to the Quick Start Walkthrough section for details of the SLR generation process.

2. How do | generate the Statsdump file?

You will be able to generate the Statsdump file from your local device through the device
management Ul or using CLI (tftp export/scp export). Refer to the Quick Start Walkthrough section for
instructions on generating the Statsdump file.

3. Which browsers are supported?

The most recent stable versions of Microsoft® Internet Explorer®, Mozilla® Firefox® and Google
Chrome™ are supported.

4. What if we don’t enable Wildfire, URL Filtering or Threat Prevention?

Rather than publish a blank page with no data, we will dynamically remove those pages from the
report. We recommend running all evaluations with WildFire, URL Filtering and Threat Prevention
enabled when possible.

5. What are the new malware related updates added to the report?

e Information on Malware detected at the Endpoint: Known and Unknown Malware section will
include information on Malware detected at the Endpoint to highlight the need for having both
endpoint and firewall for prevention.

Note:Information on Malware detected at the Endpoint will be available in the report only for
customers who have not purchased Traps and the data depends on the Malware observed in
their network

e Top Tags and matching samples: Command and Control Analysis section will include Top Tags
and matching samples for the following tag classes: malware family, campaign and malicious
behavior. Allows customers to take quick action to remediate possible threats.

e Threats by Destination Countries: Command and Control Analysis section will include a map of
countries that malware sessions targeted. The map highlights the countries that received the
most number of malware sessions.

6. What is the goal behind the Malware updates added to the SLR report?

The goal is to leverage the malware information seen by the Firewall and correlate the information
with Wildfire data to showcase the value for Cortex XDR, Traps and Autofocus.

7. Are the Malware updates added to the SLR report available for all customers?

e Information on Malware detected at Endpoint is available only for Customers who have not purchased
Traps.
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e Information on Top Tags and Matching Samples and Threats by destination countries are available
for all customers regardless of whether they have purchased Traps or not.

8. |found a bug. What should | do?

Email slr_support@paloaltonetworks.com, including a detailed description of the bug/issue,
screenshots of the error/issue and the Statsdump file used to generate the report.

9. | have a feature request/feedback. What should | do?

Email sIr_feedback@paloaltonetworks.com, for any feature request or feedback for SLR.

10. Can partners white-label the new report with their logo and company info?

Yes, partners can click on the “Manage Logo” button located on the top right from the SLR homepage
to customize the report with their logo and company information.

B - oo T pm— g
p

11. Will I need to login via Salesforce.com/Partner Portal and begin reports via Opportunities?

Yes, all Palo Alto Networks SEs and partners must begin reports via Opportunities in Salesforce.com
or the Partner Portal, respectively.

12. How can | view the previous reports created?
All Palo Alto Networks SEs and partners can view the reports created by them from the Home page
of the SLR portal or via Opportunities in Salesforce.com or the Partner Portal, respectively. SLR

reports created for a specific opportunity will be available for viewing in the “ Tools” section on the
right side from the opportunity view.
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Data Retention and Storage Questions

1. What type of data/information is used to create the report?

SLR derives information from two sources:

e Statsdump file, which is generated by customers directly from their NGFWs. (Customers
can open the Statsdump file to see data present, which are XMLs with summarized
results of device logs.)

e Information from the customers WildFire public cloud submissions

The above mentioned data sources are controlled by the customer. Customers can choose to
generate the Statsdump file or setup the WildFire submission policy. Please note the SLR only
contains summarized statistical information, not original samples, IP addresses, user name, etc.

2. s this information stored or saved by Palo Alto networks after the report is run?

SLR data is maintained indefinitely on secured Palo Alto Networks servers, meeting industry
best-practices for protecting information. Removal requests can be processed 1:1. The data is
anonymized and the trending results across the entire set are shared in threat reports on a
regular basis.

3. Are actual files used or presented within the report (such as if WildFire is used or files seen by
the device)

Actual files are never used or presented within the report.

Resources

o https://live.paloaltonetworks.com/t5/Customer-Resources/tkb-p/CustomerResources

o In-line help is available for all sections of the report.
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Quick Start Walkthrough

You can generate an SLR from Partner portal by following the steps below.

Data Collection

SLR generation requires an export of data from the installed Palo Alto Networks device. The file
generated pulls the data from the last seven days and compresses it into a tar.gz file. This
generation process can be done via the management GUI or CLI.

From the device management Ul:

e Select the Device tab.

e Select Support on the left-hand side.

e Click on the “Generate Statsdump” link in the main section.

e A “Save as” dialog box will appear, allowing you to save the tar.gz file to a specific location.

Using CLI, two options are available:

e tftp export stats-dump to [ip address]
e scp export stats-dump to [username@ipaddress.path]

e Once the tar.gz file has been generated, do not unzip or alter it in any way. The file upload
process will fail if the file is altered.

e Statsdump period when generated from the GUI is by default always seven days. You can use
CLI to extend the time period.
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Logging In to the Partner Portal

1. Generate a Statsdump file for the customer from their local device as per above process

2. Visit the Palo Alto Networks Partner Portal:
https://www.paloaltonetworks.com/partners.html, and log in to your account. If you do
not have an account, click the “Request Access” button below the login field.

NextWave Partner Ecosystem Overview

m

NEXTWAVE
ECOSYSTEM

i)

Learn

It takes an ecosystem to address the increasingly
complex and long-term issues threatening today’s
customers. We need partners that deliver, manage,
and integrate with, our next-generation security
platform to make threat prevention a reality.

To learn more click on the appropriate NextWave
Partner Program:

NextWave Channel Partner Program Summary
Channel Partner

Managed Security Service Provider Partner

Right Strategy, Right Philosophy,
Right Platform, and Right Partners.

i
The NextWave Partner Ecosystem is a
communityof world-class security experts and
leaders who are committed to prevention and
making breaches a thing of the past. Together we
are providing a new approach to security that is
rapidly gaining momentum.

Learn More »

Become

To succeed in today’s market we are focused on
providing our partners with a variety of program
options to best fit their business needs. Our
programs goal is to provide access to innovative
and disruptive technology that maximizes
differentiation and allows our partners to build a
sustainable security practice with Palo Alto
Networks.

To get started or to inquire about creating a
partnership please click the appropriate program:

NextWave Channel Partner Program

NextWave Managed Security Services Provider

NextWave Partner Portal

Login »
Request Access »

Follow Us» Contact Us»

Find

More and mere customers are looking for a trusted
advisor that can provide a security platform that
delivers a high degree of threat prevention across
every step in an attack lifecycle. The Palo Alto
Networks NextWave Partner Ecosystem has a wide
range of global partners with different expertise
ready to help you.

To find a partner simply click the partner type
below based on your need.

NextWave Channel Partner

NextWave Managed Security Services Provider
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Report Generation From the Partner Portal

1. Click on “Track Deals” to view your open Opportunities.

rs > NextWave Channel Partner Portal

NextWave Channel Partner Portal .

TRAINING: PARTNER
LEARNING CENTER
TRACK NEXTWAVE
PARTNER STATUS

REGISTER DEALS
MANAGE

TRACK DEALS TRAPS DEMO SYSTEM »

UPDATE PARTNER SECURITY >
PORTAL USERS LIFECYCLE REVIEW

EVENTS SERVICES >

PARTNER LOCATOR
CAMPAIGNS

NextWave Channel Partner
Program

MARKETING
DEVELOPMENT FUNDS
Distributors

Help Me Learn

§ paloalto
Win the battle for NETWORKS®

Help Me Market ol L
s : NEXTWAVE
Regional Content 1

« Americas Traps 4.1 Expands Ransomware Public Cloud Specialization Details MSSP Specialization Details
+ SLED (Americas Only) Protection
- APAC
. EMEA
« Japan

Help Me Sell

Contact Us
« Email

PROMOTIONS Connections

Access NextWave Channel
- Partner Newsletters
Win the battla for Subscribe to the NextWave
your endpoints. ™, LY Newsletter

. Follow us on Twitter
View Partner Blog

Win for Everv Ultimate Test Drive Secure Un the Endnoint

2. Select the appropriate opportunity.

paloalto A=

NETWORKS'
the enterprise security company

Welcome, Demo
PartnerPortal

Dermo PartnerPortal
My Company Profile
My Profile

Channel Mar\air

AlB|C(D|EIFIGHIIJ[KILIM[N O PQIR[S T UIVIW XY 2| other

Partner Actions (7] Action Opportunity Name -~ Account Name Close Date Stage i Alias
* Register A Deal
- Track My Deals [ |Edit Test Opply for Bartner Portal End User Account 582016 3- Evaluation 1
Planning

» Service Engagements
* Deals Elighle for Extension
= Manage Partner Localor
- Manage Users

- Tracker

Search

| search an s

Advanced Search...

3. Scroll down and click on the “Create Report” button. You can also view past reports
here.
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Security Liecycle Reviews (Opportunity)

Action Risk Report Id Account Dealivery Date Dalivery Status Report URL Report Type
Edit | Dal RRA41539 ] View Report SLRP
Edit | Del RR41573 [ ] View Report SLRP

4. Choose the appropriate report (Security Lifecycle Review is the default selection).

Welcome, Demo

PartnerPortal
Report Types: (@) Security Lifecycle Review
Dema ParinerPortal - ; ;
sl Service Provider SLR
My Profile () Prevention Posture Assessment

! Executive SLR

Channel Manager

Partner Actions
Raport Input Filtars :
+ Register A Deal —
+ Track My Deals Account | I .
+ Sonvige Engagemonts opportunity |
- Deals Eligible for Extension _ E— =
+ Manage Pariner Locator iy | Hio B B
- Manage Users Country | --None--
. Tracker Geographic Region | --None--
Deployment Location | --None--
Saarch Report Language | English

‘ Search All %

Advanced Search...

5. Fill in the required fields below Report Input Filters, then click on the “Generate Report”
button.

Report Types: @) Security Lifecycle Review
() Service Provider SLR
) Prevention Posture Assessment

" Executive SLR

ired Information

Report Input Filters :
Account | R
Opportunity | I
Industry I High Technology
Country I --None-- §
Geographic Region I --None--
Deployment Location | —.l.\lune--
Report Language I El_'lgli_sh
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6. You will automatically be logged in to the SLR portal with the information you entered.
Fill out the “Prepared By” field (with who will be presenting the report) and click “Next.”

m #» Upload File iE View existing report / Manage Logo

ACCOUNT INFORMATION

Account Name *

Palo Alto Netwarks (TEST ACCT)
Industry =

High Technology
Country *

United States
Geographic Reglon *

North America, Latin America, Canada
Deployment Location *

Perimeter/internat Gateway
Prepared By *

Palo Alto Networks:

Language

English

Report Type

Enterprise SLR

i)

7. Upload Files feature offers two ways to upload files to generate the report. To add files, do one of
the following:

Single File Upload
Select the "Single File" option and Click on the "Select File" button . Select the file that you want to

upload in the File Upload dialog box, and then click on the "Upload" button to start uploading the
file.
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L Ul % Upload File iZ View existing report  /# Manage Logo

UPLOAD FILE

@) Single File Multiple Files

or drop file here

Multiple Files Upload

To upload multiple files, click on the "Multiple Files" option from the "Upload Files" screen and
select the files you would like to upload.Once the files have been selected, click on the "Upload"
button to start uploading the files.

A Home #» Upload File £Z View existing report / Manage Logo

UPLOAD FILE

Single File (@ Multiple Files

or drop files here I

*Select multiple files to upload at once
*Total file size cannot exceed 50 MB

Select a date range for Industry Averages
Start Date * End Date *

) EX20

If you have already uploaded the same Statsdump file, you will see a warning, which allows you to
re-upload the file or view the existing report.

View Existing Report

This allows you to view all Security Lifecycle Reviews you have created. Navigate to this from the “Home”
page on the portal.
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Announcements

« PAN-OS 8.0/8.0.1is not supported by SLR. Click here for details.
o SLR works with a wide range of browsers. Click here to see the list of supported browsers for SLR.

© 2019 Palo Alto Networks

iew existing report  /# Manage Logo

ACCOUNT INFORMATION

Account Name *

Account Name

Industry *
--Select—- v
Country *
--Select-- v

Geographic Region *

—-Select—- v

Deployment Location *
--Select—- v
Prepared By *

Prepared By

Language

English v
Report Type

Enterprise SLR v
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Report Content

Summary

The Summary page provides a high-level summary of the applications and threats observed on the

analyzed network.

EXECUTIVE SUMMARY FOR Acme Corporation

The Security Lifecycle Review summiarizes the business and security risks facing Acme Corporation. The data used for this analysis was gathered by Palo
Al Meteeorks during the report time period. The: report provides actionable ntelligence anound the appications, URL traffic, types of content, and threats
Fraversing the network, mcluding recommendations that can be employed io reduee the organizaion’s overall nisk exposure.

Confideniial information - Do Not Redisinbute

328

APPLICATIONS IN USE
2178 total apphcabons are in use, presenting
potential business and security challenges. As
critical funchons move cutside of an
onganization's control, employees use non-
work-redated applications, or cyberattackers
usa them to deliver threats and steal data.

3,380

VULNERABILITY EXPLOITS
3,580 iotal wilnerabilty exploits were obsenved
in your organization, inciuding brute-force,

© 2019 Palo Alto Networks

KEY FINDINGS

14

HIGH RISK APPLICATIONS
T4 high-risk applications were observed,
inchuding those that can ntoduce or hide
malicious activity, transfer fies outside the
network, or establish unauthorized

6,696

TOTAL THREATS

6,696 ipial threats were found on your network,

inchuding vulnerability exploits, malware, and
ouibound eommand and control activity.

80

SAAS APPLICATIONS
B0 5aal applications were pbserved in your
nehwork. To maintain administrative control,
adopt 5335 applications that will be managed
by your [T team.

a0

MALWARE

22 known: ralware and 28 unknown maiwane
events wene obsenved in your organization.
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Key Elements

e Applications in Use: Total applications observed on the network.

e High Risk Applications: Total of risk level 4 and 5 applications observed on the network.

e Total Threats: Sum of vulnerability exploits, known (from Statsdump), and unknown threats (from
WildFire cloud) observed.

e Vulnerability Exploits: Total vulnerability exploits observed.

e Known Malware: Known malware seen on the customer’s network, which could be prevented by
Threat Prevention.

The “notepad” icon denotes sections that allow full text edit.
4.347.7635
F U= FIX H R

=]
J

B

t,34'.r'.}'65 total threats were found on

our network, including vulnerability
exploits, malware, and outbound
ommand and control activity.

Remeaining characters: 270

Navigation Menu

The navigation bar on the right contains some useful menu items to help you understand key features and
customization options.
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SECURITY LIFECYCLE REVIEW

< s Bapert
EXECUTIVE SUMMARY FOR Acme Corporation |

F

The Secusty Liecyce Resbt surmarins i fusness ond recery ks fciag Aame Gompsrutien The i used for ths arclyss wos
Pkt Tha sepert e —

e,y 3 dstions et can be
RIpa——

ot e - s N Baabntuer

KEY FINDINGS
APPLICATIONS IN USE HIGH RISK APPLICATIONS SALS APPLICATIONS
&
3 ol epateycm i b nm, T 8 5emt oo in
presening satensel basiness ard g Tusa that can Maduce aihide  youl neoek. T mainiak oSiskdey
commioeatept us apphenticms thut il
the rewod, o escksh inaishorized e maneges by your T oam

rProeqs

Clicking on the “gear” icon allows you to remove/add pages or page
numbers, or skip to specific pages within the report.

Clicking on the “help” icon allows you to access the Security Lifecycle

Review resources.

layout and the options available for customizing it.

Clicking on the “download” icon downloads a PDF version of the

report.

In-Line Help

In-line help is available for key sections and charts in the report. Clicking on the

e ‘ Clicking on the “tour” icon gives you a quick overview of the report’s

dialog box with a description of the chart/table displayed in the section.

HIGH-RISK AFF'IJCATI
The 1Irst Step 10 Managing securfiy=mD Dusiness rsk ks identfying

WisCh appaicatians can b2 abused 12 cause the most harm, We
recommend closely evaiuating appiications in these categories (o
Ensure ey are Not INtroducing unnecessany compiiance,
operationgl, ar CyDer secunty risk.

© 2019 Palo Alto Networks
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Applications at a Glance

This section provides a high-level view of the application categories, bandwidth consumed and high-risk

applications in use across the network.

Applications at a Glance

Applications. can infroduce risk, such as delivering threats, potentially allowing data to leawe the network, enabling unauthorized aceess, lowering
producthty, or consurning corporste bandwidth. This section will provide visibility inbo the applcations in use, allowing you to make an mformed decison

on potential risk versus business benefit

KEY FINDINGS

+ Highisk applications such as filesharing, email and photo-video were obsenved on the nebwork, which should be investigated due to their polential

for abuse.

= 28 total applications were seen on the network across 28 sub-categories, as opposed to an indusiy average of 190 iotsl applications seen in other

High Technology omanizations.

+ GO2.82 GB was used by al ions., including jon with 144,38 GB, compared to an indusiry average of 3.86 TB in samilar

onganizations.

HIGH-RISK APPLICATIONS

The first shep i0 managing security and business risk is identifying which
applications can be abused 1o cause the most harm. We recormmend
diosaly evaluating applications in fhese categones to ensure they are not
introducing unnecessary compliance, operational, or cyber security risk.

NUMEBER OF APPLICATIONS ON NETWORK

Ea— P
mousTRY averace [N =

ALL DRGANIZATIONS -

CATEGORIES WITH THE MOST APPLICATIONS

The following categories have the most applicaions variants, and should
be reviewed for business relevance.

Key Highlights

High-Risk Applications

BANDWIDTH CONSUMED BY APPLICATIONS

Acma Corporation - BIZER G
wousr svencce [ -~
ALL ORGANIZATIONS 4B TE

CATEGORIES CONSUMING THE MOST BANDWIDTH
Bandwadth consumed by application category shows where application
usage is heaviest, and whene you could reduce operational resources.

W some Coporaiion © indusiry Average

e Count of high-risk (i.e., easily abused) applications per subcategory that are present.

e Default view, composed of social networking, file sharing, email, remote access and encrypted
tunnel.

e Displays how many applications per subcategory are seen across all users in your industry for

benchmarking.
e View can be customized using the input field.
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e Number of Applications on Network:
e Total number of applications on the network.

Number of Applications on Network
e Total number of applications on the network.
e Total applications per top application categories.
e Benchmarks across industry and all organizations.

Bandwidth Consumed by Applications
e Total bandwidth used by applications on the network.
e Total bandwidth used per top application categories.
e Benchmarks across industry and all organizations.

The “High-Risk Applications” section can be customized to better reflect what is important to your
organization. The default view is: social networking, file sharing, email, remote access and encrypted

tunnel. To customize this section, remove one of the existing subcategories, click on the input field,
select a new entry and click “Go.”

HIGH-RISK APPLICATIONS @ file-sharing

The first step to managing security and business risk is identifying
which applications can be abused to cause the most harm. We
recommend closely evaluating applications in these categories to
ensure they are not introducing unnecessary compliance,

operational, or cyber security risk.

email  photo-video x Go b

internet-utility

filz-sharing
auth-service
general-business
internet-utility

ifternet-conferencing
5

B Acme Corporation ¥ Industry Average

© 2019 Palo Alto Networks
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Applications that introduce risk

This section provides information on the top eight application subcategories, sorted in descending order
by bandwidth consumed.

Key Elements

Each application subcategory contains the top eight applications per subcategory, sorted by bandwidth
consumed.

The number in each header (e.g., 18.52GB for email), shows the total bandwidth consumed by each
subcategory, not just the top eight applications. The bar charts in the upper right of each header (e.g.,
16/9 for email), show the total number of applications per subcategory versus industry benchmarks.
The default view shows email, remote access, file sharing, encrypted tunnel, instant messaging, social
media, photo-video and proxy. This view can be customized.

Applications that Introduce Risk

The top applications (sored by bandwidth consumed) for application subcategonies that introduce risk are displayed below, RISK LEVEL
including indusiry benchmarks on the number of variants across other High Technology organizations. This data can be E]_
used to more efiecively prontize your application enablermeant efforts. E
KEY FINDINGS 2 |
+ A fotal of 38 applicafions were seen in your organization, compared to an indusiry average of 190 in other High

Technology crganzations.
+ The most common types of apphcation subcategones are photo-video, internet-utility and filesharing.
+ The application subcabegonies consuming the most bandwidth are intemet-conferencing. encrypted-tunmel and

intemmet-utility.
B Number of & fhonG in the ry B Indusiry Averags B Numbar of Applioatson in the cuboategory B Industry Average
16 L? 9 Aa
Email 1967 GB Remote-Access 436 GB
TOP EMAIL APPS TOP REMOTE-ACCESS APPS

olosssist
R N : 5i i
il-bas= s
2 o E— 0

ms-=xchang= adobe-mesting-remote-conirod
171 6B
cutook-web-online telnet
| 1681 M
yohoo-mail teamviewer-base
comcast-webmail _splashtop-remate
icloud-mail citrin-jedi
| a6 M | 3.89 k8
pop3 pcanywhere-bose
| 3145 WA | 26000 Bytes

Applications in the view can be customized by selecting any application subcategory from the drop-down
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list. This selection will reflect in the application detail table in the next section, which provides further detail
on the top applications per subcategory.

B Number of Applications in the subcategory
B Industry Average

»

Remote-Access + 436 GB

Remaove Chart

audia-streaming

. I .50
auth-service il
database I 1.67 6B

email mtrol

ammmenbad bl
telnet
| 1681 M8

teamviewer-base
splashtop-remote
citri-jed]

peanywhere-base

| 240.00 Bytes

The “Remove Chart” option from the dropdown list can be used to remove charts and customize the view.
When the “Remove chart option is selected from the drop-down list, the chart grays out allowing the user
to select a different application category to replace the chart or delete the chart without replacement.

Once the customization is complete, the pdf version of the report will have the applications view with the
updated charts.

Remaove Chart

TOP EMAIL APPS

Note: The Palo Alto Networks research team uses the application behavioral characteristics to determine a risk rating of 1 through 5,
with 5 being the highest.
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Applications that introduce risk - Detail

This section provides details on the application subcategories that introduce risk selected previously, with
sortable information on risk level, application, category, subcategory, technology, bytes and sessions
displayed.

Key Elements

e Default sort order is by the subcategories selected on the previous page, descending by bytes.

e The data in the application detail view table can be sorted by selecting any column heading.

e The risk toggle button lets you select applications by risk level by switching the toggle to “All Risk” or
“High Risk” .

Applications that Introduce Risk — Detail o

RISK = APPLICATION ~ CATEGORY = SUB CATEGORY = TECHNOLOGY = BYTES = SESSIONS =

= smip callaboration emal client-server 1429GB  TNs7

4 | gmail-base cellaboration emal browser-based 2B4GE 10348

4 | ms-exchange callaboration amal client-server 221GB 1703
outlock-web-online collaboration emal browser-based 23035MB 9106
yahoo-mai collaboration emai browser-based 116.56 MB 2087
comcast-webmail collaboration emal browser-based 5231 MB 462

E icloud-mail collaboration emal client-server 48.86 MB 1418

( 4 | pop3 cellaboration emal client-server 31.45 MB 155

[ 4 | ssl networking aencrypted-tunnel browser-based 89.97 GB 1927883

(4 ] ssh networking encrypted-tunnel client-server 20.36 GB 6289

Ex ipsec-esp-udp networking encrypted-tunnel client-server 1681MB 251

a freenet networking encrypted-tunnel peer-to-peer BA42 MB 12852

[ 2 | ke networking encrypted-tunnel client-server 26803KB 296
dtls networking encrypted-tunnel client-server 2B2KB 4

E fip general-internet  file-sharing client-server 13.64 GB 94

[ 4 | ms-anedrive-base general-internet  file-sharing client-server 1.89 GB 1345

[l dropbox general-internet  file-sharing client-server 176 GB 4957

| 5 | bittarrent general-internet  file-sharing peer-lo-peer 12129 MB 38294
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SaaS Applications

The SaaS Applications section provides visibility into the SaaS-based applications observed on the network,
sorted by application subcategory.

Saa5 Applications

SaaS-based appiIcEBon SEMCes CONtNUE to redefing the network perimeter Ofen labelsd
“shadow IT,” most of these services are adopied directly by individual users, Dusiness teams, or
even entire departments. In order to minimize data security risks you need control over Saas
APPECETIONS USed your network .

WEY FINDINES

= File-Sharing subcategery has the most number of unigue Saas applicatons.
= Interms of deta movement, vidyo |s the most used 5aa5 application in your organization

SAAS APPLICATIONS BY NUMBERS
Review the applications being used In your organization. To maintain agministrative control,
adopt Saes applications that wel be managed by your IT team
NUMEER OF SAAS KFFLILATIONS ©)
e E
T
am rpTe— i
1otal apps ——
B FERCENTAGE OF ALL APPLICATIONS ©
s arperion [
wsustey sueance [ » o=~

ALL CREAMEATI NS e

S4a5 apps:

SAAS APPLICATION BANDWIDTH
Monitor the volume of date mavement to and from Saas applications. Understand the nature of
1he appécations and how they are being used

SARS APPLICATION BAMDWIDTH @

[ene— B
ey PR

602.82 68 ALLORGAMEATIGHE amanan
1otal data D—

Tt FERCEMTAGE OF ALL BANDWITH €@
139.67 68

e— O
wezuxner iawcs [ 1o

TOP SAAS APPLICATION SUBCATEGORIES @

The foliowsng dispiays the number ot applications in £ach appecation subcategary. This allows you to assess the most used appicatons
‘organazation.

TOP SAAS APPLICATIDN SUBCATEGORIES BY TOTAL NUMBER OF APPLICATIONS
e

REEES I ———

[ I

PR S———

 Number of Applicatiens in the subcategery  Number of Applications in the subcategery

B Industry Average

uLn

File-Sharing « | 107268

TOP FILE-SHARING APPS

msz onedrive base.

)

aropban
. e
goagle.drive-wed
| s762mm
siideshare-base
| §55 M
google-cloud-storage base
|5sime
docstocbase
| 148 M
asus-webatorage
]

| 43

boxnetbase
B

[RET
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B Industry Average

bl

General-Business « | 260,82 MB

TOP GENERAL-BUSINESS APPS

windows-arure-base

21550 WB

concur
W e
eventorite

e
iy
WA
zences
EET

constant-contact

| REALTH

livepersan

| S5137KB

altresco
15 KB
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SaaS Applications By Hosting Risk

The Saa$S applications by hosting risk section provides an overview into SaaS Applications with unfavorable
risk characteristics such as “Data Breaches”, “Poor Terms of Service”, “No Certifications” etc.can
compromise enterprise data and security.

SAAS APPLICATIONS BY HOSTING RISK

Eizsed on your 53a5 usage, it is mpermstive to regularly review SaaS applications being accessed, who is accessing them, and how they are being used.
The following chart displays the number of applications by each hosting risk characteristic.

Poor Terms of Sarvics L]
D:ata Breaches ]
o Certitcstions — |

mmmm-:

The following charts dispiay the top applications by bandwidth for each hosting risk characteristic.

9.84 GB 121.1 MB
Apps With Poor Terms Of Service Apps With Data Breach

owncloud x
= R — -
leamyiewer-base office-on-demand

e | ERT

new-relic ithub-base

W 3985 ME | 1.65m8

skydrive-base yanoo-mait

| 10:54 M8 | 18821 KB

shideshare-base mega

| 881 MB | sz30 Kn

teamviewer-remote-comtrol evemote-base

| 197 ME | 3es3Ke

ogmein

| 152 ME

sourceforge-base

| 67852 KB

94.55 MB 1.22 MB
Apps With No Certifications Apgrs With Poor Financial Viability

H'EME-DHNHE docstoc-base
T ¢ e R
=l depositiles

I“ 19.80 MB [ R

rive-base

.sh 10,56 M8

slideshare-base

D . M

Icloud-mall
S .7 M

ICloud-base

L BH

office-on-demand
| ESHET

docstor-hase
BRI

e Displays number of applications for each of the risk characteristics: poor terms of service, data
breaches, no certifications and poor financial viability.
e Displays the top 8 applications by bandwidth for each risk hosting characteristics.
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SaaS Application
Characteristic

Data Breaches

Poor Terms of Service

No Certifications

Poor Financial Viability

IP Based Restrictions

Description

Applications that may have released secure
information to an untrusted source within the past
three years.

Applications with unfavorable terms of service that can
compromise enterprise data.

Applications lacking current compliance to industry
programs or certifications such as SOC1, SOC2,
SSAE16, PCI, HIPAA, FINRAA, or FEDRAMP.

Applications with the potential to be out of business
within the next 18 to 24 months.

Applications without IP-based restrictions for user
access. Note: The data for the IP Based Restrictions
characteristic is available to view in the Network
Activity graphs and to generate a custom report.

For a more detailed view of a specific application or characteristic,apply the local filters in the ACC network
activity graphs to narrow the scope of the data so that you can isolate specific attributes and analyze
information you want to view/present in greater detail.
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URL Activity
The URL Activity section displays activity on the URL categories being visited by users on the network.

URL Activity

Unconirobed ¥Web surfing exposes organizations to security and business nsks, ndudng exposure to potential threat propagation, data loss, or

compliance vistations. The most commeon URL categones wistied by users on the network are shown below.
KEY FINDINGS

+ High-traffic URL categones were cbserved on the network, including web-based-email, unknown and business-and-economy.
= Users visied a total of 82,005,300 URLs during the report time period across 56 categones.
+ There was a vanety of personal and work-refated Web achty present, induding visits to pobentially nsky websites.

HIGH-RISK URL CATEGORIES mma T
Lo, T
The Wek is a primary infection vector for attackers, with
high-risk URL categories posing an outsized risk o the private-Ip-acdresaes SRS
omganization. Solutions should allow for fast blocking of
undesired or malicious sites, as well as support quick malware ;;E
categorization and investigation of unknowns.
proxy-avokdsnce-and-ancaymizers g
aynamic-ans | 2
W Aomas CorporaSion 9 Incuchy Awerage
HIGH-TRAFFIC URL CATEGORIES COMMONLY USED URL CATEGORIES
The top 5§ commonly visited UIRL categones, along with industry The g 20 most commonly visited URL categonies. are shown below.
benchmarks acmss your peer group, ane shown below. L. pE—
_. o web-aavertizements I :c:scs
wab-baged-amall Rt content-delvery-networks I : 72250
I 7T
social-nebworking
R sireaming-meda B 700
shopping Il =ves
Dusinesa-and-aconomy mnancial-services [l sesE
Intemet-portals [l s4s7I7
mabwars [l ss03mE
computer-and-ntsmest-info ting
naws [l GEom
saarch-engines stock-advics-and-fools [l eses
onling-storage-and-nackup [ 2o
parsonal-sites-and-bioge [ 2
B Aome Corporation B Indusiny Average fravel W msom
refarence-and-research [ wsiez
sporte || wram
entertainment-and-arte | wuEzo
fraining-anc-inols | 70534

Key Elements

High-Risk URL Categories
Pre-defined list of categories that present the most risk to the business, which can be customized

via the input field.
Default view is: unknown, private IP addresses, malware sites, proxy avoidance and dynamic

DNS.
Industry benchmarks are also displayed.

© 2019 Palo Alto Networks



High-Traffic URL Categories

e The top five URL categories being visited, in descending order by hits, including industry

benchmarks.

e Commonly used URL categories: the top 20 URL categories, in descending order by hits.

The “High-Risk URL Categories” section can be customized to better reflect what is important to you. To
customize this section, remove one of the existing subcategories, click on the input field, select a new

entry, and click “Go.”

High-Risk URL Categories @

The Web is a primary infection vector for attackers,
with high-risk URL categories posing an outsized risk
to the organization. Solutions should allow for fast
blocking of undesired or malicious sites, as well as
support quick categorization and investigation of
unknowns.
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INDUSTRY AVERAGE

proxy-avoid
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File Transfer Analysis

This page displays the top five applications and the most common content types they are transferring.

Key Elements

e The left side lists the top five applications delivering the most file types, and the right side
indicates up to five of the file types being delivered.

e Correlates which file types are being delivered by which applications.
e The bottom section shares the total number of applications delivering unique file types (and how

many types).

File Transfer Analysis ©

Applications that can transfer files serve an important business function, but they also potentially allow for sensitive data to leave the
network or cyber threats to be delivered. Within your organization, 48 file types were delivered via a total of 52 applications. The image
below correlates the applications most commonly used to transfer files, along with the most prevalent file and content types observed.

WEB-BROWSING 13,493 I

Applications
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MS-DS-SMB 6,699 [

MS-UPDATE 2,118 =

File Types

SHOCKWAVE 42,257

FLV 214

MP4 39
mDLL 3,225

MSOFFICE 96

OFFICE 2007 WORD 39
mPE 3,367

—MP3 380
—TAR 402

IZIP 24,311

EMAIL LINK 59,509

=PDF 1,866

JlenG 10,508

Jrec 0507

mCABINET (CAB) 3,022
ACTIVEX CAB 1

48

File Types

27



Threats at a Glance

This page displays highlights from the vulnerability exploits, malware, and command-and-control activity
observed on the network.

Threats at a Glance

Understanding your risk exposure, and how to adjust your security posture to prevent attacks, requires intelligence on the type and volume of
threats used against your organization. This section details the application vulnerabilities, known and unknown malware, and command and control
activity observed on your network.

KEY FINDINGS

* 3,580 total vulnerability exploits were observed in your organization, including brute-force, code-execution and sqgl-injection.

* 50 malware events were observed, versus an industry average of 297,704 across your peer group.

* 3,066 total command and control requests were identified, indicating attempts by malware to communicate with attackers to
download additional malware, receive instructions, or exfiltrate data

3,580 brute-force NG 352
4 code-execution [l 403
Vulnerability sgl-injection | 25
Exploit(s) omsei|a
Acme Carporatian Industry anl
Dverage Organtzations
a0 Unknown Malware NN 28 ﬁ
Malware Known Malwars 2
Detection(s)
Acme Corporation Industry Al
Average Organizations
3,066
i 3,066
ChiiR Known Connections
Control Detection(s)

Key Elements
Vulnerability Detections

e Total vulnerability exploits observed

e Breakout chart shows the top four categories of vulnerability exploits.

e Industry benchmarks show the percentage of vulnerability exploits in the organization, versus
industry peers and all organizations, for the top vulnerability category (for instance,“Botnet”) versus
all other categories.

Malware Detections
e Sum of known (Threat Prevention) and unknown (WildFire) malware observed.

e Industry benchmarks show the percentages of known and unknown malware seen in the
organization versus industry peers and all organizations.
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Command and Control Detections

e Sum of known (Threat Prevention) and unknown (WildFire) outbound command-and-control
connections.

e Note: “Known” refers to malicious connections from inside the network, whereas “unknown” refers to
potential activity observed from malicious samples being executed in the WildFire cloud, not
necessarily your local network.

e Industry benchmarks show the percentages of known and unknown command-and-control traffic
seen in the organization versus industry peers and all organizations.

e Files Potentially Leaving the Network: Total files leaving the network delivered by the count of
applications delivering them.
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High Risk and Malicious File Type Analysis

The High-Risk and Malicious File Type Analysis page displays the details of the high risk-file types present on
the network as well as those delivering unknown threats detected via WildFire.

High-Risk and Malicious File Type Analysis

Today's cyber attackers use a variety of file types to deliver malware and exploits, often focusing on content from common business applications present
in most enterprise networks. The majority of commodity threats are delivered via executable files, with more targeted and advanced attacks often using
other content to compromise networks.

KEY FINDINGS

« Avariety of le-types were used to deliver threats, and prevention strategies should cover all major content types.

« You can reduce your attack surface by proactively blocking high-risk file-types, such as blocking executable files downloaded from the Internet, or
disallowing RTF files or LNK files, which are not needed in daily business. Ensuring host prevention solutions perform local and remote analysis of
such file types will provide additional protection at the endpoint.

HIGH-RISK FILE TYPES

The file types shown represent a greater risk to the organization due to a combination of new iiies being discovered, existing and unpatched
flaws, and prevalence of use in aftacks.

Email Link F 2049%

MP4 1::
70.12% PU  E——
of all file(s) ! -
are ZIP 20
s

MP3

2
eor [

M Company M Industry Average

FILES DELIVERING UNKNOWN MALWARE
We recommend investigating the files that may be used to deliver threats both within your organization, and across your peer group. Together, these trends
allow you to take preventive action such as blocking high-risk file types across different user groups.

95.28%
f all fil
e |

. Jomx
Microsoft Word 97 - 2003 Document _ o

W Industry Average
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Application Vulnerabilities

The Application Vulnerabilities page provides a view of the top five applications experiencing the
greatest volume of vulnerability exploits.

Key Elements

e Applications Delivering Exploits: Total applications being used to deliver vulnerability
exploits, with industry and all organization benchmarks.

e Vulnerability Detections: Total count of vulnerability exploit detections, with industry
and all organization benchmarks.

e Unique Vulnerability Exploits: Total unique vulnerability exploits (the same exploit
used repeatedly will only be counted once), with industry and all organization
benchmarks.

e Vulnerabilities per Application: Top 10 applications listed in descending order by
severity level, then count. Includes count of vulnerability exploits, threat name, severity,
threat type and CVE, when available.

e Severity Filter:The filter icon next to the “Severity” header provides the option to filter
the vulnerability exploits by the severity levels: Critical, High, Info, Medium, Low .

Vulnerability Exploits per Application (top 5 applications with most detections) (2]

DETECTIONS APPLICATION & VULNERABILITY EXPLOITS SEVERITY ~ ¥ THREAT TYPE CVEID
653,523 ssl Search Q
1 OpenSSL SSLv2 Malformed Client Key Parsing Buffer Overflow Vulnerabilt Salactl 5.2002-0656
¥ Critical
1 Microsoft IIS Server SChannel Denial of Service Vulnerability _ High | i :-2010-3229
1 Mozilla Network Security Services SSLv2 Server Stack Overflow : High ’ =-2007-0002
633,867 Use of insecure SSLv3.0 Found in Server Response | Info =-2014-3566
19,448 POODLE Bites Vulnerability | & Madium =-2014-8730
197 OpenSSL TLS Heartbeat Found | 5w
& S5L Version 2 Weak RSA Cipher Detected =-2016-0800,
m Clear | -2016-0703
......... me-ds-smb
9  Microsoft SMB Client Response Parsing Vulnerability code-execution CVE-2016-3385
36 SMB: User Password Brute-force Attempt i [ :"j' ] brute-force
326 Microsoft Windows SMB NTLM Authentication Lack of Entropy Vulnerability brute-force CVE-2010-0231
& Microsoft Windows Registry Read Attempt “ info-leak
2 Microsoft Windows WinReg Access Attempt m code-execution
1 Microsoft Windows RPC Encrypted Data Detected “ code-execution
77.441  Microsoft Windows SMB MNegotiate Request brute-force
3,825 Service Enum Through SMB ServiceEnumz2 info-leak
559 NetBIOS null session info-leak
141 Windows SMB Login Attempt brute-force
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Known and Unknown Malware

This section shows the top 10 applications delivering known (Threat Prevention) and unknown (WildFire)
malware and the number of malware detected at Endpoint.

Note: Availability of information on Malware detected at the Endpoint is based on the products deployed
and the malware found in the network.

Known and Unknown Malware

Applications are the prmary vector used to defiver malware and infect ¢ izations, i sthound, or exfiltrate data. Adversaries’ tactics have
evolved to use the applications commenly fiound on the network, or within an endpoint operating system. into which traditional security sclutions have littlie
or no visibility.
KEY FINDINGS

+ & iotal applications were obsenved delivering mabvare to your c

+ Many applications delivering makware are required to run your business, which means you need a solution that can prevent threats, while still enabling

+ While most malware is delivered over HTTF or SMTF, advanced attacks will often use other applications. incuding those on non-standard ports or

employing other evasie behavior.

+ 8 malware were first detected at the endpoint. Coordinating threat information between network and endpoint security products ensures consistent
protection even when devices leave the corporate network and prevents threats through secondary vectors.

Malware sample(s)
first discovered at the endpoint
.
Total Malware
Known: 488 i 6 Y
Application(s)
found delivering mahware
5 LA

&BB KNOWN MALWARE

N Company W Indusiry Average

Key Elements

e Total Malware:The donut chart on the left shows the total Malware detected with a break down of known

and unknown malware
e Malware detected at the Endpoint: The first callout on the right, next to the donut chart shows shows
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the count of Malware detected at the Endpoint (Availability of information on Malware detected at the
endpoint is dependent on the products deployed and the malware observed in the network)

e Applications delivering malware:The second callout on the right, next to the donut chart shows shows
the number of Applications found delivering malware in the network.

e The bar chart on the right displays the count of known malware being delivered per application for the
top 3 applications delivering malware observed in the network.

e The bar chart on the left shows the count of unknown malware being delivered per application , derived
via Wildfire for the top 3 applications delivering malware observed.
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Command and Control Analysis

This page displays outbound malicious communication from infected hosts on the network from a known
threat perspective.

Key Elements

e Command and Control Activity by Application: Volume of outbound malicious queries for the top
five applications, by count of instances of command-and-control activity.

e Spyware Phone Home: Total of all “spyware” category command-and-control activity, and the top
threats observed.

e Suspicious DNS Queries: Total of all “suspicious DNS” category command-and-control activity, and
the top threats observed.

e Top Malicious Behavior Tags: List of top tags associated with the malware found in the network

e Threats by Destination Countries: A map of countries that malware sessions targeted. The map
highlights the country that received the most number of malware sessions.

Command and Control Analysis

Command-and-contrel {ENC) activity could mdicates a host in the network has been infectad by malware, and may be afempting 10 connect
outside of the netwark to mallcious actars, recannalss templs from outside, Traffic. Understanding and
preventing this activity Is critical, as attackers use CnC to deliver additional malware, provide INsiruction, or exferate data

KEY FINDINGS

= 10 total appbcations were used fer command-and-control communication
= 3,066 total command-and-centrol requests were SEEn on your Network
= 99 total suspicious DNS queries were observed.

Other: 14
sip: 33
imgur-base: 34
dns: 89
web-browsing: 243

10

Application(s)

3,066

CnC Request(s)

WerE B8N 0N your network.

unknownudg: 2,543

99 SUSPICIOUS DNS QUERIES @ 2;967 SPYWARE PHONE HOME @
TOP 0 TOP 10

v S S
orio:cantZ.appwill.com Zi= 'C'CBJ;‘U*' Agent Strings
o -

Sipwicious. Gan User-Agent Traific
genedicepicunits can.info I ]?{ St gl =
7

generic.cchkokecl.com
2
genericrebrandl
"
genenicypbtkam.com
1
fenenc:kicpsvdo.biz
goneric:mxdpit.oc
'
genaricosyty.biz
1

genoric:jquarm biz
1
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T ' : Mabaare threats sent against 76 counries.
s B6.BT% of mahware was destined 1o Viet
Mam, a total of 2BL736 mabuare sessiors.
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DNS Service Analysis

Note: DNS Service Analysis data findings are available in the SLR for customers with DNS Service Subscription

Summary

This section displays a summary of the findings from the DNS Security service, a cloud-based analytics

platform. Findings include :

DNS Requests processed
Malicious Domains Identified
Malicious IPs identified

Malicious Traffic Origin Countries
Malware Families

Malicious Requests identified

1,844,039

DNS REQUESTS PROCESSED

The rea-time DNS Security service has
anafyzed 1,844,039 DNS requests in your
network. DNS i an ofien overiocked attack
surface that can be used for malware
defivery., command-and-control (T2}, or data
exfitration.

10

MALICIOUS TRAFFIC ORIGIN
COUNTRIES

The DNS Security service has identified
maficious traffic from 10 countries.

DNS Service Analysis

Thu, Aug 22, 2019 - Wed, Sep 04, 2019

2,164

MALICIOUS DOMAINS
IDENTIFIED

The DN Security service has identified
2,164 madicious domains. These domains
were used by domain generation algorithms
(DGAs). DNS tunneling or malware.

8

MALWARE FAMILIES

The DNS Security service has identified
malicious traffic of & different mahware
famdies.

51

MALICIOUS IP ADDRESSES

The DNS Secunty service has identfied 51
makicious IP addresses from malicious
domains. These IP addresses can be used
a5 C2 infrastruchure to exfiltrate data or
deliver malware or remote commands ioa
SystEm i your network.

123,589

MALICIOUS DNS REQUESTS

IDENTIFIED

The DNS Security senvice has identified
123,589 malicious DNS requests in your
network.

* Malicious I addresses resoived from malicous domains are colecied fmm pubik DNS rescivers and s not necessarly the same 3 coatined in the orginal DNS responses.
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Traffic Distribution

Displays percentage of DNS traffic, Malicious traffic and the distribution of malicious traffic (C2, DGA and
Tunneling)

Key Elements

e Bar chart displaying DNS traffic, malicious traffic and the industry benchmarks for DNS traffic
e Donut chart on the left displays the percentage of DNS and Malicious traffic
e Donut chart on the right displays the percentage of C2, DGA and Tunneling queries

TRAFFIC DISTRIBUTION

Many security teams don't inspect DS traffic for threats because they assume queries sent over DNS protocol and port 53 are benign. In sddition to how
prevalent and easily abused DNS is, the sheer rate and volume of new malicious domains is enormous, and static signatures cannot be created quickdy
enough to keep up. I a system gets infected, networking and security teams are challenged to quickly identify that system and address the infecton. By
+then, malware may have already spread, or data may have already been stolen.

KEY FINDINGS

+ Atotal of 1,844,039 DNS queries were observed on your network
+ 2164 malicious domains were observed including G2, DGA and Tunnefing

DN Tramo W Mallolous DN3 Tramo W Induciry Averags DNE Tramo
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| |
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DNS TRAFFIC DISTRIBUTION MALICIDUS TRAFFIC DISTRIBUTION

123,589

DNS Traffic ' —_— Malicious Requests

B DaA 2 2%
n :::mrumi Tunnsling 0.57%
W CZ 87.14%
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Domains and Destination Distribution

Displays top domains and top destination IPs with the most traffic in your network

Key Elements

e Bar chart on the top left displays top domains by traffic
e Bar chart on the top right displays top malicious domains IPs by traffic
e Bar chart on the bottom left displays top DNS resolvers by traffic observed in your network

DOMAINS AND DESTINATION DISTRIBUTION

The fobowing charts ist the top domains and the top resolvers with the most taffic in your network. Malicious domains in your network showld be reviewed o
understand the volume of the domain requests, who is accessing those domains, and what malware famiies are associated with those domains.

TOP DOMAINS BY TRAFFIC TOF MALICIOUS DOMAINS
7ezssoemi.ru [ == rezzsoemi.ry [ ==
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43owatnrouicndocpo.nst [N = werwslectro-univers.ro [ =0
neartngrpct [N 425+ commeinomce.nz [ ==
mactesna [ 37== adnstworkad redirsctmen _ [ 25=
stactro-univers.ro [ =70 sexyjapanddnzinto [ ===
comeinomcexyz [ == bgmvdaew.not [ 2=
redirectme.nst [ === roacroyqzezpwmis.net [ ==
dana.info [N 3=+ rasaTyyprawbz.com [ ==
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Malicious Traffic Origin Countries and DNS Tunneling Requests

Displays countries identified as sources for Malicious domains, findings on DNS tunneling requests and DNS
tunneling volume.

Key Elements

e A map of countries from which malicious traffic originated. The orange circles in the map highlight
the countries from which most of the malicious traffic originated.

e Bar chart on the bottom right displays top malicious domains by DNS tunneling volume

e Bar chart on the bottom left displays top malicious domains by number of tunneling requests
observed in your network

MALICIOUS TRAFFIC ORIGIN COUNTRIES AND DNS TUNMNELING REQUESTS

Advanced attackers use DNS tunneling to hide data theft or C2 in standard DMS traffic. This technigue, lets attackers encode their payloads in small
chunks within DMS requests to bypass security controls. Once a vicim's device is compromised, the infected device sends a request within the DNS
traffic. The DMNS server is instructed to connect to the eybencriminals’ server, establishing a channel through which to steal and tansmit data.

With DMS tunneling, DNS requests pass through the nommal DNS server, inside and outside a company's firewall. However, funneled data hidden in the
DS requests goes unnoticed.

KEY FINDINGS

+ 38.53% of Malicious domains originated from United States of America
+ 702 DMS tunnefing requests were found in your network
+ 43 41 KB of data was attempted to be sent cut from your network through DMS Tunneling

MALICIOUS TRAFFIC ORIGIN COUNTRIES

@
[ _..I L’_} = @
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Known Malware and Families

Displays information on malware families associated with the malicious domains along with information on

the tags observed in the network.

KNOWN MALWARE AND FAMILIES

DINE can be used by maiware authors as covert protocol channel fat adversaries use for C2, data exfitration and other nefarious tasks. The table beiow
list= the mallcious domains and the associted maiwane famifies and the comasponding top domains that wese found in your network.

Matwars Family
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Decorption

CoreBaf's most interesiing faciity Is s plugin
system, snabling € o be modulsr and easily
suppiemenisd Wih new S capabiltes.
CaoreBot downdoads plugins from s command-
and-contred {CAC) senerright afer seling i
persisience mechanism on the endpoint. it then
icads the plugins using the plugininit export
furction i the plugin's DLL Af preset_ the msin
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Report Summary

The summary page provides a complete view of all report data, followed by an editable page.

Key Elements

e Summary of the key statistics from the Executive Summary page and various “Key Findings” throughout the

report.
e Business-level recommendations.

Summary: Acme Corporation

The analysis determined that a wide range of applications and cyber attacks were present on the network. This activity represents
potential business and security risks to Acme Corporation, but also an ideal opportunity to implement safe application enablement
policies that, not only allow business to continue growing, but reduce the overall risk exposure of the organization

HIGHLIGHTS INCLUDE:

Lr

¢ High-risk applications such as file-sharing, email and phote-video were observed on the network, which should be investigated due
to their potential for abuse.

* 328 total applications were seen on the network across 28 sub-categories, as opposed to an industry average of 195 total
applications seen in other High Technology organizations

s 3,580 total vulnerability exploits were observed across the following top three applications: web-browsing, smip and ftp.

* 50 malware events were observed, versus an industry average of 297,629 across your peer group.

* 10 total applications were used for command and control communication.

KEY FINDINGS
328 14 80
APPLICATIONS IN USE HIGH RISK APPLICATIONS SAAS APPLICATIONS

3,580 6,696 a0

VULNERABILITY EXPLOITS TOTAL THREATS MALWARE DETECTED
Known: 22| Unknown: 28

RECOMMENDATIONS
Dl
& Implement safe application enablement polices, by only allowing the applications needed for business, and applying granular control

to all others.
* Address high-risk applications with the potential for abuse, such as remote access, file sharing, or encrypted tunnels.
& Deploy a security solution that can detect and prevent threats, both known and unknown, to mitigate risk from attackers
& Use a solution that can automatically re-program itself, creating new protections for emerging threats, sourced from a global

community of other enterprise users.
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