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8 00 L YOUR BROWSER HAS BEEN = | e

<« C [ fbi.gov.id130873813-8342929103.23476.com v % gl = =

L8

All activities of this computer have been recorded

All your files are encrypted. Do not try to unlock your computerl

You have been subjected to violation of Copyright and Related Rights Law
(Video, Music, Software) and illegally using or distributing copyrighted
contents, thus infringing Article 1, Section 8, Clause 8, also known as the
Copyright of the Criminal Code of United States of America.

Article 1, Section 8, Cause 8 of the Criminal Code provides for a fine of two to five
hundred minimal wages or a deprivation of liberty for two to eight years.

You have been viewing or distributing prohibited Pormographic content
(Child Porno photos and etc were found on your computer). Thus violating article
202 of the Criminal Code of Portugal, provides for a deprivation of liberty for four
to twelve years.

lllegal access has been initiated from your PC without your knowledge or HE EEEE N

consent, your PC may be infected by malware, thus you are violating the law San Francisco,

on Neglectiul Use of Personal Computer. Article 210 of the Criminal Code California, United States
provides for a fine of up to $100,000 and/or deprivation of liberty for four to nine !

years.

Pursuant to the amendment to Criminal Code of United States of America of May

28, 2011, this law infringement (if it is not repeated - first time) may be considered

as conditional in case you pay the fine of the States.

To unlock your computer and avoid other legal consequences, you are
obligated to pay a release fee of $300, payable through GreenDot
MoneyPak (you have to purchase MoneyPak card, load it with $300 and
enter the code). You can buy the code at any shop or gas station.
MoneyPak is available at the stores nationwide.

How do | pay the fine to unlock PC?




LockDroid J KeRanger

CryptoApp | xRN PayCrypt
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Zerolocker | Cryptvautt Cryptinfinite Hydracrypt
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Cryptowal TorrentLocker BandarChor EowLeveMDrl Umbrecrypt

Kovter Linkup | Cryptolocker2015 | | Durmb | Ransom32
Slocker Simplocker

CTB-Locker/Citron | VirLock Pacrman | | Mabouia OSX POC

[ Synolocier | [elock | [ Power Worm|

Threat Finder | l DMA—LockerT Magic
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mi e REPORT THREATS » A-Z INDEX « SITE MAP
FEDERAL BUREAU OF INVESTIGATION Ty [ SearchSite  [RSale:

CONTACT US ABOUT US MOST WANTED NEWS : J STATS & SERVICES = SCAMS & SAFETY JOBS FUN & GAMES

Phoenix Division Select Language | )®q Get FBI Updates

Home - Phoenix - Press Releases - 20116 - FBI Warns of Dramati

» Law enforcement globally has received complaints from victims in every U.5. state and in at least 79

countries.
» From October 2013 through February 2016, law enforcement received reports from 17,642 victims.

m This amounted to more than $2.3 billion in losses.
m Since January 2015, the FEI has seen a 270 percent increase in identified victims and exposed loss.

m In Arjzona the average loss per scam is between $25,000 and 5735,000.
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Malvertising servers used in this attack, and

corresponding activities in the last 24 hours (UTC)

Ja

= Result Protocol Host URL Comments Body
..]E:j L 200 HTTF ftracker?zone = 14568 camp = Malvertising 2,468
J,ﬁ]e 200 HTTF Jrack/k. track?wd=488fid =28rds=b1714032cd636 52bco5fadf5dcB1da... Malvertising 1,096
€£¥a 200 HTTP ftopic/558 79 -mash-crested-interdepartmental-boat-encomium-tabulati. .. Angler Exploit Kit 150,050
= 10 200 HTTF Jftopic/55879-mash-crested-interdepartmental-boat-encomium-tabulat. .. Angler Exploit Kit 2,424
A 11 404 HTTP SPo=5eUBW &j =8| =8Max-ID&k =KeqgoT&y=hSn9v4c28v =10UdQbcD&g=... Angler Exploit Kit 5
12 200 HTTF ?0=SelI8\W aj=8l=8MNax-ID &k =Keg6T &y =hSn4v4c2&yv =l0UdObcDRg=... Angler Exploit Kit 37,485
€% 13 200 HTTP [Py =Bj=Q0kw TF18e = Bk=SmIFhY 4nRe Bu=8G 5yKI8&t=8g=5SEyksUnSo...  Angler Exploit Kit 101,347
€% 15 200 HTTP =z TySEK 58b =80 =PBqak =5 =PXjfs =2t=7f38qkobS9R&c =8y =KFffry4R... Angler Exploit Kit 58%,512
|y 1 200 HTTP 72,785
= 302 HTTP 5
[%] 24 302 HT TP 75
£¥25 200 HTTP 39
= 26 200 HTTP 378
= er 200 HTTP 333,511
€328 200 HTTP f?i=1ZtigVAADD S =5_4EvUNzgo &g =ECwaWiSw =\WeeoWS8y =\Wt4&l...  Angler Exploit Kit &89,612
& 29 200 HTTP B : B B = Tl e & 249
[Es 37 200 HTTF 1,213...
[#] 33 200 HTTP 72,785
[Zs 39 200 HTTP 583
.1} —
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Malvertising servers used in this attack, and

corresponding activities in the last 24 hours (UTC)
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Angler Infections

e United States B3.67%
Australia 9.07%
Taiwan 5.50%

e United Kingdom 0.88%

e Others 0.88%

Figure 2. Geographic distribution of users aifected by Angler
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Cyber Kill Chain
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Phishing Site

Spam Zombie

Web Server

DDoS Extortion Zombie
Click Fraud Zombie

Malware Download Site
Warez/Piracy Server

Anonymization Proxy

Child Pornography Server
1
\ CAPTCHA Solving Zombie

Spam Site

eBay/Paypal Fake Auctions

Webmail Spam

Online Gaming Credentials

Stranded Abroad Advance Scams

Account Credentials Web Site FTP Credentials
Skype/VoIP Credentials

Harvesting E-mail Contacts E-Mail Attacks

Harvesting Associated Accounts

Client Side Encryption Certificates

Access to Corporate E-mail

Bank Account Data
Credit Card Data

Online Gaming Characters

Online Gaming Goods/Currency e s

Virtual Goods

Stock Trading Account
Mutual Fund/401k Account

PC Game License Keys

Operating System License Key

Facebook Fake Antivirus

Twitter ) o
Reputation Hijacking Hostage Attacks _
Email Account Ransom

LinkedIn
Google+ Webcam Image Extortion

Ransomware




Enterprise-wide CyberRisk Trends

Our clients are seeking security solutions that are business driven processes to
manage information risk and protect the value of their brand.

What’s gaining significance...

v’ Regulatory requirements: increasing number and complexity, often overlapping and/or competing
v/ IT and internet are integrated into all major business processes introducing risk from every angle
v New technologies, geographies and workforce trends pose new cybersecurity threat vectors

v’ People being specifically targeted and lower-tech risks to security steadily increasing

v' Public communication and reporting of security breaches — more scrutiny to cyber risks

What’s losing significance...

v’ Reliance on ‘penetration testing’ as the metric to measure security

v" Trust of promoting technical resources to build CyberRisk strategy

v’ Belief that security is only a technical problem is waning.
Responsibilities moving to the boardroom.
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Who is CyberRisk Solutions?

CyberRisk Solutions, LLC provides Enterprise Risk Management strategic )
consulting, project outsourcing, staffing and managed solutions to reduce the risk
of cyber loss and increase operational efficiency for the SMB market across
financial services, healthcare, energy and other verticals.

- J

“We’re helping define emerging cybersecurity requirements and regulations through our
leadership positions within public and private industry standards advisory committees”

“We start with foundational h
security program leveraging
our deep industry-specific
experience to enable critical
business processes”

- “We have the security A
operations and
delivery capabilities
required to secure
\_your entire business.”

” Y,

-
r7y

\\“ORMAF
‘S“ Certified in Risk
v Certif |j'11n.'|r'n.1l-: = and Information
CISA q,.;::;.-, Auditor® g? CRISC Systems Control® ..\\‘
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CISSP* An ISACA* Certification ‘ ‘
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CyberRisk Solutions Services




Our solutions follow our business driven process to manage information risk and protect
the enterprise to achieve increased shareholder value

Governance Risk
& Compliance

v Architecting the Policy,
Procedures, Processes and
Standards for your Risk
Management Programs

v’ Tending to compliance
controls and business
value applications

Risk Strategy

v Facilitating the establishment of
priorities and resource allocation
strategies, oversight, and disclosure
in terms of major business risks,
regulatory requirements and
stakeholder interests

Security Operations

of security services
v Performing daily monitoring
and management of
security technology to

provide deeper insight into * i Human ‘
threats and provide Secur_lty :
proactive intelligence Operations Capital

Risk management for the enterprise for better efficiency, business continuity,

Human Capital

v/ Staffing for IT security
technology and consultin
needs

regulatory compliance, and limit liability under constantly changing conditions




Virtual Chief Security Officer - V-CSO

Strategy

v" A cost effective dedicated Chief Security Officer for the organization and its stakeholders.

v" An executive director and owner of security strategy and risk, linked to organizational
objectives.

v" An well-versed executive in all areas of security and able to provide industry best
practices.

v" An independent third party to provide direction and strategy for all security decisions.

v' A cost-effective and affordable pricing mechanism that scales with the business.
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Enterprise Security Roadmap

An Assessment you can execute against
Strategy

Risk Impact Matrix
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Future State Road Map
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An Enterprise Security Governance & Strategy model executed under a single
methodology will drive compliance and sustainability more effectively
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Enterprise Security Roadmap

The overall objective of the ESR is to develop a cyber security
strategy that aligns with your business direction Strategy

1. Evaluate the current state of information security capabilities and standards using
Vaco Risk Solutions Framework, and industry knowledge and experience

2. Define the desired future state vision of information security the client expects to
achieve in the next one to three year timeframe

3. ldentify the gaps between the current and future states

4. Develop a roadmap plan and set of initiatives to address these gaps

Goal is to provide management with an objective

approach to allocating resources

23




Scoring Methodology, Definitions Example

Example

&3
N 4 Industry Range
I [ [ [ |
1 2 3 4 5
Initial/ Defined/ Repeatable/ Managed/ Optimized/
Reactive Emerging Functional Institutionalized Proactive
Rating Description Process/Policy Technology
5 Optimized / Continuous improvement, ingrained in the State of the art, integrated systems
Proactive organization at all levels
4 Managed / Fully documented and implemented, Comprehensive solutions, full
Institutionalized internalized functionality
3 Repeatable / Structured and repeatable processes Partial solutions, limited functionality
Functional
2 Defined / Emerging Informal, non-repeatable Point solutions, minimal functionality
1 Initial / Reactive Ad hoc, spontaneous approach No technology, obsolete




Current State

Current State Maturity Standpoint

W CLIENT Cyber Security Maturity == Peer Range *
0 1.0 2.0 0 0

Strategy, Planning, and Governance g

Policies, Standards, and Compliance \ 4 S

Metrics and Measures . T

Education and Awareness v

Application Development Process v

e
Intrusion Detection and Prevention ﬁ
Network and Operations p
@ Average
—

Incident Response v Start| ng

Patch Mgt. & Vuln. Assessment

o Score
User and Access Administration o E——
Physical Access and Environmen | o | Py 2 5 1 . 17
9%, . [ 2
0.02% 1.06% 20 %% 3.0 3% 40 2%
RN %0, BN G 2
NS %, 2 %% %,
® % Sy & 2%

* Norms based on mechanical services which may have higher risk profile due to IP development, national/global presence etc.

Cconsider cost/benefit of scoring a “5”




Future State

Current State Maturity Standpoint

W CLIENT Cyber Security Maturity Peer Range *
0 1.0 20 0

Strategy, Planning, and Governange

Policies, Standards, and Compliance
Metrics and Measures

Education and Awareness
Application Development Process v

Intrusion Detection and Prevention

Network and Operations

Incident Response

Patch Mgt. & Vuln. Assessment

User and Access Administration

Physical Access and Environmen

2 K |
D, e -
0.0 %05, 1.0 %@'3, 2.0 ‘9%, %, 900, 0 Y
R K2 9% “% S5
) % % % %

* Norms based on mechanical services which may have higher risk profile due to IP development, national/global presence etc.

Cconsider cost/benefit of scoring a “5”




Remediation Projects

A. Security Governance and Policies @usiness Continuity and Disaster Recovery
» A1l - Security Strategy Project G1 - Business Continuity and Disaster Recovery Project

e A2 - Security Organization Project
» A3 - Security Policies & Procedures Project H. Security Awareness and Training
e A4 - Security Legal Agreements Project e H1 - Security Training and Certification Project
o AR - External Vulnerability Assessments
-é- Bring Your Own Device [BYOD] Strategy I. Change Management
e A7 - eDiscovery . I1 Change Management
e A8 - Security Dashboard, Metrics & Reporting Process
nC|den

B. Risk Assessment and Mitigation Q s o€ Management Team & Process
e Bl - Risk Assessment Program

nflguratlon and Management
C. Human Resources Security and Practices etwork and System Configuration
e C1 - Human Resources Security Project K2 - Wireless LAN Architecture and Implementation

- K3 - Automated Patch and Compliance Management

D. Asset Management and Media Handli e K4 - Ancillary Systems Vulnerability Management
e D1 - Asset Management Project
o D2 - Off-site Storage Project L . System Monitoring, Logging and Compliance

* L1 - Security Monitoring and Review
ccess Control
1 - Design of Access Controls =dject

F. Physical /7 Environmental Security
» F1 - Office Security Project

O Addresses Top 4 Risks

27




Current State

CyberRisk Maturity Heat Map

Endpomt It
Protection PaSSWO rd Awutomated
anageme Patch
Mgnt

H2
BC/DR
Planning

High
F

Higher Impact

Lower Effort

J1 B1
Remove Policy /
Admin Procedure

Right Dev
J K1

Secure
Perimete

Risk Reduction
<)
>

High Effort & Expense




A. Securlty Governance and Policies
Project A6 — Brinag Your Own De BYOD gteg

Estimated
Duration

Milestones

Prerequisites

Metrics

Assumptions

Description Success Determination
Create an Information Security Strategy for BYOD systems that connect to the « Policy established with standards
Firstkey network or are used to access FirstKey data remotely. The strategy will be * Security controls agreed and implemented
responsible for: * Legacy applications portal or adapted for mobile devices and rendered via
< Defining security requirements — (remote wipe, etc.) secure gateway (SSL VPN for example)
« Driving necessary changes in security policies and standards * Employees able to use their own devices for and at work
« Creating a plan for application support of mobile devices

Benefits ailure to Act (Consequences)

« Employees able to use their iPhone, Android phone, or iPad to access Firstkey es and standards to address risks. (Personal devices are

systems without the need to carry a laptop
Appropriate security controls put in place to protect FirstKey data
Greater flexibility for staff and easier access to data

aphazard controls and application support
Risk of information breach or device loss with Firstkey data
Open to legal action

3 months (1 month to create an refine the approach)

« Determine key inputs * Pilot the approach and publish results

« Develop BYOD strategy & appro * 3 months of successful pilot participation

* None for Strategy » Application Portal required for BYOD support

« # of BYOD systems connected  # of applications adapted - Standards implemented

Primarily internal labor
External guidance for setup and initial implementation
Participation from all major constituents (HR, Legal, Security, etc.)

29 Enterprise Security Roadmap Emerald MCS Confidential ©




A. Security Governance and Policies
Project A6 — Project A6 — Bring Your Own Device (BYOD) Cost

Resource Requirements

FY 2015 FY 2016 FY 2017

Capital Expense
$8k

$25k

Capital Expense Capital Expense

$4K

Internal Labor

External Labor

Purchased
Services

Hardware /
Software

Total Costs*

Business Representation
Legal Representation
Labor Resources Executive Management

Administrative staff
Mobile Strategy Co - a
Non-Labor p

Resources

Internal External Internal External Internal External

FTE's 100 hours 125 Hours 50 Hours 50 Hours

Labor Cost budgeted here for additional internal security FTEs could potentially reduce cost for

Roadmap projects or could be absorbed under the individual project budgets. _
** Roll-up of costfor illustration Burposes only. Actual labor costs are included as part of each project.
* All values shown are ROM costs. Expected project costs are + /- 50% value shown.

30 Enterprise Security Roadmap Emerald MCS Confidential ©



Current State
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CyberRisk Roadmap

Task Name Duration
A1 — Security Strategy, Planning and Governance & mons
A2 — Cyber Security Organization Proect 36 mons
A3 Security Legal Agreements Project 6 mons
Ad - External Vulnerability Assessments 3 mons
AL - Bring Your Own Device [BYOD] Strategy 3 mons
B1 - eDiscovery 3 mons
B2 - Security Monitorig and Alerting 6 mons
C1 — Metrics and Measures 5 mons
C1a ldentification and Design 26 days
C1b Presentation Engine 1 mon
C1c Integration 145 days
D1 — Secwurity Training and Certificaiton Project 18 mons
D2 — Security Technolgy Sumveillance Project 12 monsg

14| E1 - Secure Software Development Life Cycle [SDLC]

15
16
17
18
19
20
21

E2 - Application Portalization

G1 - Incident Response Management Team _& Pig
G2 — Develop Forensic Team, Tools, Procg
H1 — Wireless LAN Architecture and Impl
H2 - VPN Access Modernization

H3 - Information Leakage

11 — Automated Patch and Compliance Management
12 — Ancillary Systems Vulnerability Management 27 mons

* Project timelines are rough order of magnitude

Finish Predecessors

21513
B/5/M5
2M5M13
1203012

3/29M13

10/15M3 17
115114
1/18/13
2125013 8

Ti23M13
11/29/13
2/5M13
11/22/13
/2915
5/29/15

[ 2013

2014

2015

Qir 3 [Qir 4| Qtr 1| Qtr 2| Qir 3| Qir 4

Qir 1 [ Qir 2| Qtr 3| Qir 4

Qir 1 [Qir 2 | Qir

» Assumptions for start dates were made based on known resources and security project dependencies only. Many
factors outside the scope and visibility of this project will determine realistic timeframes.
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Governance Risk & Compliance

Unification of all of the compliance targets and program elements

v' Unified Control Framework to build out a GRC program.
v" Business Continuity / Disaster Recovery

v Incident Response

v" Information Security Policy / Procedures

v’ Software Security Assurance

Bringing the program together to be efficient and productive

32




Vendor Risk Management
Third-party Vendor Assessment Methodology (T-VAM)

» Leveraged in near shore and off shore vendor risk
management

* Risk ranking according exposure to the organization
v’ Highly Critical — Tier 1 Control Environmen

/ . An overall summary of the confrol environment for:
| mportant — Tier 2 Domain Needs Improvement Controled
1. Physical / Environmental Security —— e
. . 2. Risk Assessment and Mitigation Pr— ety
/ I nCldentaI = Tler 3 3. Regulatory Compliance — N
4. Human Resources Security & Praclices — s
5. Code of Conduct — g
. . PR 6. Social Media — . o
7. Protection and Privacy of Information — il
* Reviews 20 controls sets prioritized ;e pa— —
9. Change Management — |t
= = L 10. Information Security Management — < e
by the highest vendor risk profiles 1 e arnen = o
12. Incident Management — -
13. Network Configuration and Management — -—
14. Systems Monitoring and Logging —— - I
15. Systems Configuration and Management — [ —
16. Business Continuity Planning — ——
17. Encryption — L —
18. Security in Software Development —— - |
19. System Development and Testing — >~
20. Media Handling — -

Reviews 20 controls sets prioritized by the highest vendor risk profiles




Security Operations

—l

v/ 365x24x7 Security Incident and Event Management

v Permanent and Temporary Placement

v Security Technology Staffing Network Security Compliance Monitoring and

Reporting
v' Limited E lti
imited Engagement Consulting v' Correlated event analysis & immediate threat
v’ Security Remediation Staffing notification
v" Auditing and Reporting v/ Change management to adopt security best practices

v" Compliance & security risk reviews and reporting

v/ Easy-to-use, always-on web portal

Outsourcing the day to day operations of your Enterprise Risk Management




Questions
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