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JetStream Security Operations Center 

Security Incident & Event Monitoring  
(SIEM)

(SOC)



~120 days to Market for a Fraction of the Cost

BUILD COBBLE

STAFF, BUILD & MAINTAIN OUTSOURCE, INTEGRATE & OVERSEE PARTNER, SELL & GROW

BUY & BUILD
SDCs NOCs, Tools, Licenses, Updates, Extensive 
Infrastructure, Building Space Hybrid Cloud / On Prem, 
Engineer Resources, Cisco Hybrid IT Qualified? 

STAFF & TRAIN
Multiple Service Delivery Disciplines,
Ongoing Training, Multiple Shifts 
(24/7), Train Sales Staff

CREATE & REFINE
Service Delivery Processes, 
Aggregated Billing, SOWs, Marketing
Collateral, Transition Management, 
Sales Compensation

INTEGRATE & ALIGN
Multiple Service Providers = Integration of Multiple 
Interfaces, Service Levels, Price Models, and Systems

Internal Resources manage SPs,
Ongoing Vendor Onboarding
& Management 

Customer Experience at Risk 

TEMPLATED
BUSINESS PROCESS

INTEGRATED
GO-TO-MARKET
PROGRAM

WHITE-LABEL
CUSTOMER SOLUTIONS
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Cisco Support Services

Support Services Multi-
Vendor

End User Support Services

Desktop Virtualization

End User Security

End User Device Asset 
Management

End User Application 
Support

BYOD Services

Secure Cloud Servers
(IaaS)

Disaster   Recovery
(DRaaS)

Desktop
(DaaS) 

Backup
(BaaS) 

Network Services IT Security ServicesCollaboration Services Data Center Services Workspace Services Services Management Cloud
Services

Service Elements



Assessment / Training / Planning

Marketing / Collateral / Events 

Pricing / Deal Registration / Proposals / Statement of Works 

Transition  / Capture Template / Monitoring Tools

Remote Monitoring / Operations / Support / Portals

Complete Go-to-Market Program



JetStream Resource Portal
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Augmenting Existing 

Managed Services 

Capabilities

- Still a DVP option
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Security Trends and Analysis

• Organizations have Ineffective Security Controls

• Compliance is a Key Driver of Security Controls

• External Attacks - Still the Primary Means of Data 

Breaches

• Compromises are Rarely Known by the Target 

• 1 in 6 Companies believe they are Targets but doubt 

their Current security measures will be Effective



Commonalities

• 83% of Victims were Targets of Opportunity

• 92% of Attacks were not Highly Difficult

• 76% of all Data was Compromised from Servers

• 86% were Discovered by a Third Party

• 96% of Breaches avoidable via Simple or           
Intermediate Controls

• 89% of Victims Subjected to PCI-DSS had not
Achieved Compliance



Security Operations

Provide Increased Security & 
Enhanced Compliance 

Visibility

Value Approach

Best-in-Class Cloud-based 
SIEM software package

Experienced Security Experts

Service

24x7 Managed Cloud-Based 
SIEM Service



Syslog

NetFlow

IDS 
Events

CONSOLIDATE
Unified IT Security, Risk and Compliance Management across the
Enterprise

COLLABORATE
Co-Managed environment to foster internal communication
between NOC, SOC and Internal teams.

CORRELATE
Merge data from all source to detect security breaches and reduce
incident identification and mitigation.

COMPLIANCE
Measure internal systems against best practices and evolving audit
and compliance mandates.

THREAT INTELLIGENCE
Leverage threat intelligence gained from multiple environments and
the latest malicious activities.

Vulnerability 
Scan Data

AV 
Events

Windows 
AD Event



• Technical Service Desk

• Threat Management

• Monitoring / Action

• Event Correlation

• Vulnerability Scanning

• Centralized Log Management

• Client Portal

• Standard Reports

SIEM

Essential

• Essential+

• Compliance Reporting

• Network Behavior

• Anomaly Detection

• Removal Media Detection

• User Tracking

• File Integrity Monitoring (FIM)

• Quarterly Reviews

SIEM

Select

SERVICE PACKAGES

Security Incident & Event Monitoring



Compliance Monitoring Modules
Compliance: Pre-Packaged Library of 
Regulations, Best Practices, and Standards
• Seamless integration into SIEM platform
• Maps all security data to compliance drivers

• Log & Event Data
• Asset & Configuration Data
• Known Vulnerabilities
• NetFlow Data
• Performance Metrics
• File integrity Data

Extensive 
Regulatory 
Compliance Library

Regulations
• GLBA / FFIEC
• FISMA / FISMA2
• HIPAA
• HiTECH

• NERC CIP
• PCI DSS
• SOX

Frameworks
• COBIT
• ISO 27001 AND 27002
• NIST 800-53

Configuration Standards
• DISA STIGs
• CIS Benchmarks
• User-Defined Minimum Security Requirements



Event Correlation

• Event correlation is taking logs from different system and relating them to other 
system logs. Here is an example…

– FW logs with a source 10.0.01 and destination 10.0.0.5 IP address 

– IDS Alert with a source 10.0.0.1 and destination 10.0.0.5 IP address

– Failed login attempt on the IP 10.0.0.5 from the source IP 10.0.0.1

• These three event alone may not be noticed, but when combined together they 
show a pattern that is worth investigating. By doing event correlation we can 
provide customers with more focused alerts and reduce the noise seen from 
traditional separate alerting mechanisms.



Detailed Example of Event Correlation



Server Asset Information



Configuration Information

XXX



Compliance Information



Security Incident
&

Event Monitoring

Network Security
Compliance Monitoring

&
Reporting

IT Security Services

254
Employees

140+
Certified 

Engineers

610 +
Customer environments 

under management 20,000
Managed Network Devices 

24 / 7 / 365
Managed Services Delivered to 610 + Clients

Devices managed impact over

500,000 + users 34,000
Unique Incidents Managed / Month



Managed Security Services @ A Glance
SUMMARY

 29 Clients w/ SOC Specific Contracts

 125 Clients w/ Managed Security Devices

 MM+ Alerts Monitored in 2015

 20,000+ security incidents mitigated

 DDOS, Malware, Insider Threats, etc.

 Three 24 / 7 Managed Services Centers:

 Dallas, TX | Orlando, FL | Long Island, NY

 25+ different vendor certifications
 Cisco
 CompTIA
 GIAC
 Palo Alto
 ISC2
 SANS

INDUSTRY LEADING PARTNERS

CAPABILITIES

o Threat Management & Event Correlation

o Log Management

o Vulnerability Scanning

o Device Management

o Network Behavior Anomaly Detection

o Active Analysis

o Incident Response and Recommendations

o Quarterly Security Strategy Reviews
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Client IT Environment
(on or off “Premise”)

Automated Notifications / Stats

Network
Services

Collaboration
Services

Datacenter
Services

IT Security
Services

Incidents / StatsData Collection Appliance

RMA
Carrier Case 

Management
Public

Hybrid

Private



Service Level Priority Levels

Note:  At client request, priority level can be escalated.  



Service Level Objectives



Service Level Objectives
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