EnCase’ Endpoint Security

SECURITY BEGINS
AT THE ENDPOINT

The effectiveness of EnCase Endpoint Security lies in its ability to accelerate
the detection of malicious activity and remediate them before they can cause
irreparable damage.

Deploying EnCase Endpoint Security while planning, implementing, or
optimizing your network security strategy will enable you to better understand
your cybersecurity risk level, identify potential security threats and quickly
neutralize them.

Encase Endpoint Security enables cybersecurity professionals
to proactively address critical gaps in their security framework
by detecting “unknown” security risks that can result in the
loss of highly sensitive data and the potential damage to their

organization’s reputation and brand image.
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CLOSE YOUR NETWORK ENDPOINT SECURITY CAPS WITH
ENCASE ENDPOINT SECURITY'S PROACTIVE THREAT DETECTION,
INCIDENT RESPONSE AND RECOVERY

Key Benefits

Detect Endpoint Security
Threats Sooner

Change the security workflow from
waiting for an alert to “threat hunting,”
or proactively scanning endpoints

for anomalies indicative of a

security breach.

EnCase Endpoint Security creates a
baseline of endpoint activity enabling
both a historical record that can

be used to recreate how a breach
orrcured as well as the ability to detect
anomolous activity indicative of an
undetected compromise.

Respond Faster

Sensitive data is what drives your business.
Loss of that data is one of the greatest risks
your organization faces today. Adding to this
vulnerability are the rising frequency of attacks,
growing costs of remediation, and lengthening
time-to-response.

EnCase Endpoint Security enables you to
accelerate your response time to network
security breaches and significantly reduce the

risk of serious data loss and associated liabilities.

Quickly validate, triage, and assess the impact
of malicious activity, even in the event of
polymorphic malware. Gain even greater
efficiency by integrating the solution with your
alerting technologies.

Recover More Effectively

Once malware or a risk of sensitive
data is exposed and identified,
EnCase Endpoint Security lets you
take definitive action and remove any
reliance on traditional remediation
processes like wiping and reimaging,
which results in costly system
downtime, loss of productivity and
potential revenue loss.

Automation & Integration Partners

HP ArcSight ESM

HP ArcSight Express
FireEye NX

Cisco Sourcefire NGIPS

Cisco ThreatGrid

IBM QRadar

Blue Coat Security Analytics
Palo Alto Networks WildFire
...and more
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From beginning to endpoint.
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ABOUT US

Guidance (NASDAQ: GUID) exists to turn chaos and the unknown into order and the known-so that
companies and their customers can go about their daily lives as usual without worry or disruption,
knowing their most valuable information is safe and secure. The makers of EnCase®, the gold standard
in forensic security, Guidance provides a mission-critical foundation of market-leading applications
that offer deep 360-degree visibility across all endpoints, devices and networks, allowing proactive
identification and remediation of threats. From retail to financial institutions, our field-tested and
court-proven solutions are deployed on an estimated 25 million endpoints at more than 70 of the
Fortune 100 and hundreds of agencies worldwide, from beginning to endpoint.

For more information about Guidance Software, please visit guidancesoftware.com, “Like” our Facebook page, follow us on

Twitter, or follow our LinkedIn page.

Guidance Software®, EnCase®, EnForce™ and Tableau™ are trademarks owned by Guidance Software and may not be used
without prior written permission. All other trademarks and copyrights are the property of their respective owners.
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