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Legacy Multi -Vendor Approach vs. Platform Approach 
Capability (examples) Current State Future State – Platform

Firewall NGFW

Intrusion Detection Threat Prevention

URL Filtering URL Filtering

Sandbox Detection WildFire

DNS Security DNS Security

IoT Security IoT Security

Data Loss Prevention (DLP) Enterprise DLP

Remote Access for Users GlobalProtect

Endpoint + EDR Security Cortex™ XDR

Public Cloud Security / Compliance Prisma™ Cloud

Secure Web Gateway Prisma™ Access

SaaS Security / SaaS Compliance Prisma™ SaaS

SD-WAN SD-WAN



A Single Platform to Connect and Secure Everything
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Network Security Platform

Consistent Integrated Best -in -class
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A Single Platform to Connect and Secure Everything

Data
Center

Public
Cloud

SaaS

Branch HQ Mobile

Internet

IoTPartner

Centralized Management

Intrusion Prevention

IoT Security

Malware Analysis

Data Loss Protection
Secure Web Gateway

Cloud Access Security

SD-WAN & MPLS

Cloud -delivered Virtual Containerized Physical

Unit 42 Threat Intelligence



Threat Prevention
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Easiest to Execute Most Sophisticated & Damaging

Known Threats Evasive Malware Zero -Day Attacks Fileless Attacks
Targeted Attacks

Low and Slow
Insider Threats

Organizations are 33% more likely to be breached in 
2019 t h a n  t h e y w e re  ju st  5 ye a rs  a g o .

Challenges: Stopping Threats in Today’s Threat Landscape



Traffic only inspected on 
certain parts of network

Challenges in Preventing Known Threats

Limited Visibility Failure to EvolvePoor Performance

Requires tradeoff of security 
vs. performance 
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Lack of innovation beyond 
basic IPS/IDS



Palo Alto Networks Threat Prevention Eliminates Known Threats
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Vulnerability 
Protection

Anti -Virus 
Protection

Command 
& Control

Protection

Combine with WildFire, URL Filtering and DNS Security to extend protection at every 
stage of the attack lifecycle, including from both known and unknown threats 

Based on Content 
Not hash

Research grade
signatures

Detect and block 
Exploitation



Category -Defining Network Protection
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Threat 
Category

Protection 
Against

Vulnerability File 
Identification

Antivirus Command -and -
Control 

Malicious IPBrute Force

• Exploit attempts

• Vulnerabilities

• Evasion 
techniques

• Obfuscation 
attempts

• SQL Injection 

• Port scans

• Buffer overflows

• Protocol 
fragmentation 

• Content based 
signatures not 
hash based

• Known malware 
and unknown 
variants.

• Command 
Shells

• Malicious 
domains

• Payload 
inspection

• DNS sinkholing

• Known bad or 
risky file types

• Identify 
password 
protected

• Known 
malicious

• High -risk

• Bulletproof 
hosting



2019 NSS Labs Next -Generation Intrusion 
Prevention System (NGIPS) Test

12 |  © 2020 Palo Alto Networks, Inc. All 
rights reserved. *Palo Alto Networks PA -5250 NGFW running PAN -OS 9.0.3-h2 with Threat Prevention

Comprehensive protection against server - and client -side network evasion techniques, 
exploit kits, command -and -control activity and phishing attacks

Test* Result

Security Effectiveness 98%

Exploit Block Rate 99.01%

Evasions Blocked 493/494

Stability & Reliability PASS

NSS-Tested Throughput 21.252 Gbps



Snort/Suricata Compatibility in Threat Prevention 

M
anage

Upload

Sanitize

C
on

ve
rt 

Snort
Suricata

Delivered
Snort on PAN -OS

GUI, CLI, or API 
Flexible Management

Easily add unique rules to 
Threat Prevention coverage

Customized Protection  

Rapidly apply new coverage 
across environment

Powerful API Support
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Threat Prevention Stands Apart

Single pass architecture 
enabling unbeatable, 

predictable performance

Comprehensive protection
across the attack lifecycle

Innovative integrations for 
popular IDS/IPS formats 



WildFire
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Increasing 
attack 
surface

Easy-to -bypass 
legacy analysis 

techniques

Speed and 
Proliferation

of Attacks 

The Challenge: Increasing Attacker Innovation
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Detect and prevent 
unknown threats with 

data from a global 
community 

Stay ahead of 
the latest attack 

techniques

Automate 
prevention 

and gain threat 
intelligence for 

advanced attacks 

WildFire Goes Beyond Traditional Sandboxing



Static analysis

Dynamic analysis 

Machine learning

Bare metal analysis

Dynamic unpacking

Recursive analysis

Data collected from a vast 
global community

Analysis techniques far beyond 
traditional sandboxing

Automated protection against 
multiple attack variants
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EndpointNetwork Cloud 40+ Partners

Network traffic profiling 

U
nknow

ns

Scripts

Binaries

Documents

Flash

Web

Archive

Prevent Patient Zero with inline ML

Updated within seconds, globally

Pr
ot

ec
tio

ns

Malware, URLs, DNS, C2

Detect and Prevent New Threats with WildFire Malware Analysis



WildFire Inline ML

URL Filtering Inline ML
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Today’s Prevention of Unknown Threats Through Cloud Scale

Data Lake
WildFire

URL Filtering
DNS Security Cyber Threat 

Alliance

Partner 
Integrations

Infinite scale | Trillions of samples analyzed
| Fast, high fidelity updates

Cloud -delivered security 
services scale prevention
capabilities 
Shared intelligence allows
the fastest distribution
of protections

File Protections: Instant

URL Protections : Instant

DNS Protections: Instant

URL

of common file & web -
based threats prevented 
in -line 

Up to

95%
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Threat detected across 
35K+ WF installed base

Protection streamed 
in seconds 

Content -Based 
Signature Created

PAN -OS 10.0Seconds

With PAN -0S 10.0
Protection streams 

to NGFW in
single -digit seconds

All cu st om e rs  w it h  
W ild Fire  u p d a t e d

Slashing Our Industry -Leading Time for Distributed Protections

BEFORE
In d u st ry-le a d in g  

5-minute s ig n a t u re  
g e n e ra t io n /

d is t rib u t io n  t im e
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Industry -First inline ML 
prevention

The WildFire Advantage 

16B+

Unique Malware Samples
(6x more than Virus Total)

95%
Cloud Analysis with 

Massive Data Set 

37k+

Customers for 
Network Effect   

Crowdsourced Threat 
Intel

Unknown threats 
blocked at the NGFW 

Up
to



DLP
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Data Breaches
Personally identifiable 

information (PII), 

Intellectual property (IP)

Regulatory Compliance
GDPR, CCPA etc. - data privacy

PCI-DSS - payment card data

HIPAA - health information privacy

SOX - financial data accuracy

Insider Behavior
Malicious insiders

Negligent insiders

Pressing Problems with Sensitive Data



DLP has become 
too complex

DLP has become 
too expensive

DLP is resource 
intensive

● Fragmented deployment

● Configurations and upgrades

● Siloed environments

● Many products / licenses

● On -prem infrastructure

● Dedicated team

● Data protection program

● Policy tuning / incident 
response

● Too many alerts
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Unsolved Challenges - Where Legacy Solutions Fall Short



DLP Answers Organizations’ Critical Questions About Their Data

Discover

Locate where your sensitive 
data is across your clouds, 

networks, endpoints...

Monitor

Understand how your 
sensitive data is 

being used

Protect

Stop sensitive data leakage by 
enforcing protection policies 

and educating employees 

Automatically discover, monitor and protect sensitive data
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Comprehensive coverage. Consistent protection. Easy deployment.
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Digital Transformation Requires New Way of Data Protection

● Co m p re h e n sive  
co ve ra g e

● Co n sis t e n t  
p ro t e c t io n

● Ea sy d e p lo ym e n t

HQ Un m a n a g e dBra n ch

Data Loss
Prevention

Every  DeviceEvery Location

SaaS Unsanctioned Public
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Our Vision: DLP Easily and Consistently Delivered Everywhere

● Comprehensive 
Coverage

● Consistent Protection
● Easy Deployment

Single cloud DLP 
service embedded in 
exist ing cont rol points

P RISMA 
Sa a S 

P RISMA 
ACCESS

P RISMA
CLOUD NGFW ENDP OINTVM

SERIES IoT

DLP CLOUD
SERVICE

NetworkCloud
SaaS

Branch & 
Mobile

Cloud
IaaS/PaaS Endpoint

Note: the information contained herein is subject to change. It is not a commitment, promise or legal obligation and is inten ded to outline general product direction.
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Main Capabilities

● Clo u d -b a se d  DLP  e n g in e
○ No deployments o r u p d a t e s  n e e d e d
○ No ICAP or Proxies n e e d e d
○ Con fig u re  on ce  - Auto sync e ve ryw h e re
○ Em b e d d e d  in  P a lo  Alt o  Ne t w orks p rod u c t s

App

DLP Service

Verdict

● P re d e fin e d  in d u st ry s t a n d a rd  d a t a  c la ss ifie rs  
○ Data Profiles (GDP R, CCP A, P II, e t c )
○ 350+ predefined Da t a  P a t t e rn s

■ Boo le a n  Op e ra t ion s
■ P roxim it y a n a lysis  
■ Con fid e n ce  le ve ls
■ W e ig h t e d  Re g e x

○ ML Cla ssifie rs
○ Fle xib le  d ocu m e n t  p rop e rt ie s

● Da t a  in -m o t io n  a n d  d a t a  a t -re s t



Centralized engine and 
unified detection policies 

everywhere data is

Cloud delivered service -
locally embedded everywhere 

in existing control points

Machine Learning
for accuracy. 

Scan all data always 
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DLP has become 
too complex

DLP has become 
too expensive

DLP is resource 
intensive

Simpler 
Architecture Lower TCO Automation

+ Accuracy

We Solve Our Customers’ Challenges with Data Protection



URL Filtering
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Enable Business Without 
Compromising Security

Encrypted Web 
Content

Silo 
Management

Challenges with Preventing Web -based Threats
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URL Filtering

WEB SECURITY
Protection from web -

based threats including 
malware, phishing, 

credential theft and C2

MADE SIMPLE
Extension of firewall 

policies, radically easy to 
enable SSL decryption 

and credential theft

MAXIMIZE EFFICIENCY
No additional hardware; 
automatically updated; 
streamlined innovation 



User’s Identity Protected From a Variety of Attacks
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User enters his corporate
credentials on fake “SSO” page

Malware analysis,
including machine

learning

URL
classification NGFW identifies 

corporate credentials

GENERAL ATTACKS, 
TARGETED ATTACKS SPEAR PHISHING

URL Filtering recognizes this is an 
un -sanctioned web site



Thousands of brand new 
phishing attacks are 
launched every day

Over 30% of phishing 
emails are opened within 
60 seconds of being sent

Web
Inline ML

?
Trained 
Models

Cloud -based analysis
• Malicious or benign categories
• Categorization in minutes
• Policy -based actions

How it works: ML -based prevention for web -based attacks 
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Phishing Attacks
JavaScript Attacks

of Web -based threats 
prevented in -line 

Up to

85%
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Inline machine learning
at NGFW blocks new threats

Automated real -time 
credential theft protection

Cloud scale with
Continuous Innovation

Why Customers Prefer URL Filtering



DNS Security



Modern Risks Presented by the DNS Protocol

3
9

DNS is abused for 
command and control 

and data theft

80% of
Malware

Data
Exfiltration

Rate of New 
Domains

Malware using domain 
generation algorithms evade 

detection

Modern adversaries 
using DNS tunneling



Data

WildFire Analysis Passive DNS URL Filtering Honeynets Unit 42 Whois

4
0

DNS Security

Blocks known 
bad domains

Integration with 
NGFW means it 

cannot be bypassed

Stops malicious DNS 
traffic with ML and 
predictive analytics



Category -Based Visibility and Control for DNS

Categories

Newly Registered 
DomainsDynamic DNS

Malware

DGA

C2

DNS Tunneling

Block

Malware

Policy • Block malware domains 
• Does not require a follow -up action

41

SinkholeCommand and Control

Policy • Sinkhole C2 domains 
• Trigger automated containment workflow



DNS Analytics

4
2

DNS Visibility
● Complete visibility across all DNS traffic and 

trends
● Filter based on DNS categories

and timeframes
● Abuse of DNS (malware, C2, tunneling, DGA)

DNS Intelligence Context
● Why a domain was blocked
● Pivot to related threat intel
● AutoFocus Tags
● Whois and passive DNS data

DNS Hygiene
● Quickly view which firewalls in your estate 

are covered by DNS Security



The DNS Security Difference

4
3

NO CHANGES TO DNS INFRASTRUCTURE 

CLOUD-BASED DELIVERY

DNS

INFINITE SCALE

AUTOMATED ENFORCEMENT



IoT Security



30% of devices on enterprise 
n e t w o rks t o d a y a re  Io T

IoT is a Business Necessity that Introduces Risk

Massive Increase in 
Connected devices

Securing IoT 
Devices is Hard

Pose a Huge 
Security Risk 

Sh ip p e d  w it h  vu ln e ra b ilit ie s
a n d  d ifficu lt  t o  p a t ch , ye t  h a ve  

u n fe t t e re d  a cce ss

In c re d ib ly d ive rse  d e vice s; 
t ra d it io n a l IT se cu rit y 
co n t ro ls  d o  n o t  w o rk
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Cannot identify previously 
u n se e n  Io T d e vice s, a ccu ra cy 

re q u ire s  co n st a n t  e ffo rt

Why Current Solutions Fail  

Limited Visibility Hard to ImplementNo Protection

Re q u ire  ch a n g e s t o  n e t w o rk 
in fra st ru c t u re , se cu rit y t e a m  
w o rkflo w s a n d  in t e g ra t io n s

Exist in g  vis ib ilit y-ce n t ric  
so lu t io n s d o  n o t  o ffe r n a t ive  
p re ve n t io n  o r e n fo rce m e n t  
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A New Methodology to Secure IoT Devices

IoT Security 
LifeCycle 3 Apply Risk Reduction 

Policies

Prevent Known Threats

Assess IoT Risks2

Detect & Respond to 
Unknown Threats

5

4

3

Understand IoT Assets 1



Introducing IoT Security 
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In -depth Risk Analysis

Quickly understand anomalies, 
vulnerabilities and severity to make 

confident decisions

Complete Visibility

Accurately identify and classify all 
devices with ML, including those 

never seen before

Built -in Enforcement 

Safely automate enforcement on your 
next -gen firewall with a new Device -

ID policy construct 
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Data Lake

PolicyData

Available on NGFW form 
factors  - Hardware & Software

Scale linearly with multi -tenant 
cloud infrastructure

Leverage leading prevention 
from other Security Services

Start with your existing NGFW 
or expand for coverage

Best -in -Class Enterprise IoT Security Deployed Effortlessly

Data Lake

Next -Generation Firewall

OT 
DEVICES

IoT 
DEVICES

Data
Center BranchHQ Campus Mobile



Trust Every Device On Your Network 
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Deploy within minutes,
no siloed sensors or 

enforcement products 
required

Use Your
Infrastructure

Leverage
Existing Talent

Maintain current operations 
and empower your existing 

Network Security team
to protect IoT 

Get Complete
IoT Security 

Discover, secure and 
prevent threats on every 

IoT device in your network 
with one solution 



Unit 42



U N I T  4 2 
The ultimate question of life, the universe and everything

D O N ‘ T  F O R G E T  A  T O W E L

GLOBAL THREAT 
INTELLIGENCE TEAM COLLABORATION DON’T PANIC



Powerful Threat Intelligence Lifecycle Directly Benefits Customers
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DISCOVERY

COLLECTION PROCESSING

ANALYSIS

ACTION
WildFire, 
XDR, OSINT, 
Other

WildFire, 
OSINT, Other

AutoFocus, 
OSINT, Other

Unit 42

Unit 42 blog
Threat Prevention
WildFire
URL Filtering
DNS Security
IoT Security
Cortex XDR
Cortex XSOAR
AutoFocus
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Highlights

● Ove r 550  d e t a ile d  t h re a t  b log s p u b lish e d

● Ave ra g e  o f 8 0 ,0 0 0  u n iq u e  m on t h ly vis it o rs

● Sp o t lig h t  re p o rt s  in c lu d in g  Un it  4 2 20 20  IoT Th re a t  Re p o rt

● More  t h a n  21 Ad ve rsa ry P la yb ooks p rovid e  con t e xt u a l 
in s ig h t s  a c ro ss  t h e  e n t ire  a t t a ck life cyc le

● Th re a t  in t e llig e n ce  re se a rch  d ire c t ly im p le m e n t e d  in t o  
p rod u c t s  (38 5+ a c t o rs  a n d  ca m p a ig n s t a g g e d )

Tap into the Latest Research from Unit 42 

unit42.paloaltonetworks.com

https://unit42.paloaltonetworks.com/
https://start.paloaltonetworks.com/unit-42-iot-threat-report
https://pan-unit42.github.io/playbook_viewer/
http://unit42.paloaltonetworks.com
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Preventing Successful Attacks with Security Services

Complete
Visibility

Reduce Attack 
Surface

Prevent
Known Threats

Prevent
Unknown Threats

TP WF DLP

URL DNS SaaS

IoT

Powered by Security ServicesDelivered by NGFW

SaaS Mobile UsersPublic Cloud 

IoTHeadquarters Branch 
Offices

Data Center/ 
Private Cloud

Consistent Across all Locations



Thank you

paloaltonetworks.com

56



Next Steps: Resources and Engaging with the Security Services Team 
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Security Services Loop Pages (Deep dive presentations, walkthroughs, collateral)
https://theloop.paloaltonetworks.com/loop/product -intel/strata/security -services

Office Hours:
○ Eve ry Tw o  W e e ks: Frid a y 10 AM-11AM P ST  |  Lin k t o  a d d  t o  Ca le n d a r

○ Re ce n t  & Up com in g  Fe a t u re s , Sp e c ia l Top ic s , Sp e c ia l Gu e st s  from  P rod u c t  Ma n a g e m e n t , 
Cu st om e r Fe e d b a ck, Sa le s  a n d  SE Q&A.

Slack Channels and Tek -Talk:

● # h e lp -se cu rit y-su b sc rip t ion s
● # h e lp -io t -se cu rit y
● Te k-Ta lk

https://theloop.paloaltonetworks.com/loop/product-intel/strata/security-services
https://calendar.google.com/calendar?cid=cGFsb2FsdG9uZXR3b3Jrcy5jb21faGNnZjdsZmpjdjZyYzY5cm40dGpsaDM2N2dAZ3JvdXAuY2FsZW5kYXIuZ29vZ2xlLmNvbQ
https://panw-mktg.slack.com/archives/C014UKJNDMF
https://panw-mktg.slack.com/archives/C0139674AP4
https://theloop.paloaltonetworks.com/loop/product-intel/tek-talk


Leader in The Forrester Wave™: Enterprise Firewalls Q3’20 Report

● Ranked a LEADER in The Forrester Wave™: 
Enterprise Firewalls Q3 2020 Report

● Received the highest score in the Strategy and 
Cloud -Delivered components

● Received the highest possible score in 17 criteria, 
including IDS/IPS, usability, threat intelligence, 
automated malware analysis, ICS/OT/IoT

“Enterprise security buyers with a preference for a single 
solution vendor should look to Palo Alto Networks to 
enable their SOC staff and security program.”

--The Forrester Wave™: Enterprise Firewalls Q3’20

Cloud-delivered services enable single security strategy across on-prem, cloud and endpoint
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